






Overview





Or using Passkeys (iOS15+, Android 11+)









Passkeys

If your mobile phone is iOS16+ or Android 13+

QR code Scan by 
phone camera

Never registered, 
select “a different 
device”

Confirm the 
account ID

Connect 
browser to 

mobile phone 
by BLE-cat

(Bluetooth ON) *Please contact us to enable Passkeys support from backend
Mail to customer.support@authentrend.com

* But actually, Android announced Android 8+ can support Passkeys, but it’s not OS level, it’s Google Play needed up-to-date 
version; so you can try 2 things if your Android 8+ phone scan Passkeys QR nor working  (1) using Google Lens to scan the QR 
code instead of other camera app; (2) upgrade your OS to newest build, and it’s better build on 2023.

mailto:customer.support@authentrend.com








* The web URL you want to link to FIDO SECPAAS





By FIDO2 key 
or Passkeys

By mobile phone 
authenticator APP

If your enabled Passkeys into your RP APP, since it’s 
included Library we provided, iOs15+ and Android 9+ can 
work well, it’s different from Browser base Passkeys 
limited by native Passkeys from Ios16+ or Android up-to-
date Google Play (Page 10 highlights)



Implementation in Detail

Outline

• Using AT.AuthFi Service on a Relying Party
• Registering Security Keys for Users

• Verifying Security Keys for User Login

• Using Passkeys/Security Keys on Apps
• Enabling Passkeys for iOS Apps

• Enabling Passkeys for Android Apps

• Using Passkeys/Security Keys via flutter

• Using Passkeys/Security Keys via Browsers



Implementation in Detail

Using AT.AuthFi Service on a Relying Party

• Examples
• https://github.com/AuthenTrend/relying-party-example

• https://authfirpdemo.authentrend.com

https://github.com/AuthenTrend/relying-party-example
https://authfirpdemo.authentrend.com/


Implementation in Detail

Registering Security Keys for Users
• AT.AuthFi APIs

• Get Options
• POST /{API_ACCESSPOINT}/api/v1/webauthn/registration

• Respond Results
• PUT /{API_ACCESSPOINT}/api/v1/webauthn/registration

• RP needs to store uid after registration success.

• Frontend APIs
• GET /signup, GET /registerkey (Provided by RP)
• navigator.credentials.create() (Provided by Browser)
• POST /signup, POST /registerkey (Provided by RP)

• References
• https://www.w3.org/TR/webauthn-2/#dictdef-publickeycredentialcreationoptions
• https://www.w3.org/TR/webauthn-2/#authenticatorattestationresponse
• https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-create

https://www.w3.org/TR/webauthn-2/#dictdef-publickeycredentialcreationoptions
https://www.w3.org/TR/webauthn-2/#authenticatorattestationresponse
https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-create


Implementation in Detail

Verifying Security Keys for User Login

• AT.AuthFi APIs
• Login for Any User

• Get Options: POST /{API_ACCESSPOINT}/api/v1/webauthn/login
• Respond Results: PUT /{API_ACCESSPOINT}/api/v1/webauthn/login

• Login for a Specific User
• Get Options: POST /{API_ACCESSPOINT}/api/v1/webauthn/verification
• Respond Results: PUT /{API_ACCESSPOINT}/api/v1/webauthn/verification

• Frontend APIs
• GET /signin (Provided by RP)
• navigator.credentials.get() (Provided by Browser)
• POST /signin (Provided by RP)

• References
• https://www.w3.org/TR/webauthn-2/#dictdef-publickeycredentialrequestoptions
• https://www.w3.org/TR/webauthn-2/#authenticatorassertionresponse
• https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-get

https://www.w3.org/TR/webauthn-2/#dictdef-publickeycredentialrequestoptions
https://www.w3.org/TR/webauthn-2/#authenticatorassertionresponse
https://w3c.github.io/webappsec-credential-management/#dom-credentialscontainer-get


Implementation in Detail

Using Passkeys/Security Keys on Apps

• Examples
• https://github.com/AuthenTrend/rp-app-example

• Library
• https://pub.dev/packages/flutter_passkey

https://github.com/AuthenTrend/rp-app-example
https://pub.dev/packages/flutter_passkey


Implementation in Detail

Enabling Passkeys for iOS Apps
• Set Associated Domains in Xcode

• Put apple-app-site-association onto RP under the path /.well-known/

• Modify App Id in apple-app-site-association



Implementation in Detail

Enabling Passkeys for Android Apps

• Modify the conetent of asset_statements in strings.xml

• Put assetlinks.json onto RP under the path /.well-known/

• Modify the value of site in assetlinks.json



Implementation in Detail

Using Passkeys/Security Keys via flutter
• Registration Process

• GET /signup, GET /registerkey (Provided by RP)

• FlutterPasskey.createCredential() (Provided by flutter_passkey)

• POST /signup, POST /registerkey (Provided by RP)

• Authentication Process
• GET /signin (Provided by RP)

• FlutterPasskey.getCredential() (Provided by flutter_passkey)

• POST /signin (Provided by RP)

* flutter_passkey doesn’t support security keys on Android. (Android doesn’t have 
native support for security keys.)



Implementation in Detail

Using Passkeys/Security Keys via Browsers

• Set deep link scheme for App

• RP needs to provide a web page for App  
registration/authentication and returning the results via 
the deep link

• https://pub.dev/packages/flutter_web_browser

https://pub.dev/packages/flutter_web_browser
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