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SMS All users Yes
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directory/authentication/howto-authentication-passwordless-security-key
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Temporary Access Pass settings
» = . . .
\ ‘i L -— ~ "c % $ % EEE;J L/ Temporary Access Pass is a time-limited passcode that serves as
b r L\J - 73\ 9 L \ I:lll:,\ \ strong credentials and allow onboarding of passwordless credentials.
The Temporary Access Pass authentication method policy can limit

ods l Policies - Temporary Access Pass, or TAP, is a time-limited or limited-use passcode that can be used  the dyration of the passes in the tenant between 10 minutes o 30
other auth metheds are unavailable. Learn more. days. Learn more

TAP is issuable only by administrators, and is seen by the system as strong authentication.

B w

Minimum lifetime

#r Got feedback? Enable and Target () Minutes (®) Hours () Days

GENERAL O 1 | hour
Canfigure your users in the authentication methods policy to enable passwordless authentication. Onee configured, you will need to enable your users for the enhanc
authentication methods and use them to sign in. Minimurn lifetime: 1 hour Maximum lifetime
= Y . ~ =
Maximum lifetime: 1 day C Minutes () Hours (®) Days
Default lifetime: 1 hour 1 day
Method Target Enabled ) o
One-time: Mo
| FIDO2 Security Key All users Yes | ength: 8 characters Default lifetime
I:_J' Minutes i’g\' Hours O Days
Microsoft Authenticator Mo O 1 hour
Text message (preview) MNa
Length (characters)
| Temporary Access Pass [preview) All users s | | 8

Require one-time use

(e GITED

5. KUS—ICBHZI—H—LBAT 31— —ZBELFT,
Home > Authentication methods | Policies > Cancel

Temporary Access Pass settings

Temporary Access Pass, or TAP, is a time-limited or limited-use passcode that can be used by users for bootstrapping new accounts, account recovery, or when other auth methods are unavailable. Learn more

: ﬁ 4 2% .
TAP is issuable only by administrators, and is seen by the system as strong authentication. It is not usable for Self Service Password Reset, ﬂ—'%‘%/i TEIEU/7;¢(; = /qn <7:-. (:l’(/ ),

Enable and Target  Configure https://learn.microsoft.com/en-us/azure/active-
—_— directory/authentication/howto-authentication-temporary-access-pass
Enable . '

Include  Exclude

Target '.' All users (_:l Select groups

MName Type Registration

All users Group
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Temporary Access Pass details
0 Chns Green | Authentication methods

Provide Pass
= Add authentication method _1‘_-- Reset password ) Require re-register M provide this Temporary Access Pass to the user so they can set their strong credentials.

# Diagnose and solve problems
7+bSg2jk

o Want to switch back to the old user authentication methods experience? Click here to

Manage

Usable authentication methods

ab Assigned roles Authentication method

B Administrative units No usable methods.
ad Groups

i Applications

@ Licenses

[l Devices

Azure role assignments

@ Authentication methods

Activation duration @

One-time use
I ~
(v I

hours

Secure registratior
Authentication methods are the ways your users sign into Azure AD and perform SSPR. _ & R
aa Profile Authenbicsbon methids are the ways your users sigh into-Azure AD and perform 5502 To register their credentials, have the user go to My Security Info
Home > Chris Green H H
e Add authentication method X . . Hr b ez
. ) i Usable authentication methods kil
() Chris Green | Authentication methods
- &b Assigned roles Authentication method t informat
Choose method e = i | 12412 P
- . b [} - . - oministrative units emporary y Access Pass
= Add authentication method go Reset password @) Require re-register v . !
_ Temporary Access Pass e _ Valid unti 5/24/2022, 4:08:12 PM
# Diagnose and solve problems & Groups
@ Want to switch back to the old user authentication methods experience? Click here to  Create 2 Temporary Access Pass for Chris Green. While the pass is valid, the user can use it to 8 applications s ol
Manage sign in and register strong credentials. Learn more
@ Licenses
. } Authentication methods are the ways your users sign into Azure AD and perform SSPR. D Delaved start time
4 Profile i yed = = ) Remove lost devices from the user's account. This is especially important for devices
Devices ove lost devices from the user's account. This is especially important for device
used for user authentication.

Azure role assignments
© Authentication methods
Activity
D sign-inlogs
E Audit logs
Troubleshooting + Support

4 MNew support request
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https://learn.microsoft.com/en-us/azure/active-
directory/authentication/howto-authentication-temporary-access-pass
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i My Account -

Fig. 3-1
| 2 overview

r‘/‘ Security info
Apps dashboard

|
L1+

o X Find, launch and organize all your productivity
B3 Qrganizations

Ll Devices

-
Sy Password

Disable a lost device

apps. onnected (
32 Settings & Privacy VISIT DASHBOARD > MANAGE DE'
' Why can't | ed
S5 My sign-ins
? Office apps
'— ]
& subscripticns I Security info | Passw
— I ‘0 !
A" Give feedback I p/
Keep your verification methods and security I Make your password strc
I info up to date. someone el Ise
I UPDATE INFO CHANGE PASS
[

tXaUToBHR=>“+T1 21 2FEDE
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Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Authenticator app or hardware token - code Change

AN
|+ Add sign-in method
—/

Microsoft Authenticator
I@ ' i SM-59080
Push multi-factor authentication (MFA) iy

Fig. 3-2

Security key

Fig. 3-3 <

gcurity key that you have.

8 USB device

R NFC device

Add a method Fig. 3-2 X

Which method would you like to add?

‘ Choose a method - ‘

Authenticator app

Phone

App password l
Security ke .
« EZTI. pa—

B® Microsoft
zake.huang@authentrend.com

Verify your identity

"@ Use Windows Hello or a security key

@ Aranicatorapp et
FRINTVBEREEAZE
NhruE. ehzERL
TAJ1>L&EY,

@l Use a verification code

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

‘ Cancel ‘

Use your passkey
Choose which device has the passkey for authfi.authentrend.com — - o
CB55%Z#R

[ Windows Hello or external secunity key

[] sm-so080

. Windows Security . Windows Security

Security key setup Continue setup

Set up your security key to sign in to login.microsoft.com as
zake.huang@authentrend.com. N E

Touch your security key.

This request comes from Chrome, published by Google LLC.
ATKey[ZIEBIZ 2V FLTEER

F—DREIZNITS

—|— Add sign-in method

@ Microsoft Authenticator

) . Sh-52080
Push multi-factor authentication (MFEA) ?

ﬂ Security key 622-01C02038E
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r;x,\J % 7 U Vi 7 L/ i 3_0 Fig. 3-1 These are the methods you use to sign into your account or reset your password. ' ke y
n‘ =
Fig_ 3-1 Default sign-in method: Authenticator app or hardware token - code Change
& Microsoft ,/ \
L { + Add sign-in method —>
Sign in S
Microsoft Authenticator _—
Push multi-factor authentication (MFA) SM-59080
5 YO
i Add a method Fig. 3-3 X
Since you signed in with a Temporary Access Pass, you can only
register methods that are used for sign-in. Which method would you
Q, sign-in options like to add? Use your passkey

Choose which device has the passkey for authfi.authentrend.com

3. o SAT— RORPY (2. Azurei— 4 JLIcETRENT W -, [ e s -] c55EER

Authenticator app

r_H-:—lj';T 7 _b 2 7 {’XJ a)AjJ %SR&) 6 ni —;—o Fig. 3-2 L] Windows Hello or external security key

Pho
. Security key l SM-S0
Fig. 3-2 ( > [] sm-so080

€

Enter Temporary Access Pass

. Windows Security . Windows Security
4 £ . -
il Security key setup Continue setup
Show Temporary Access Pass Set up your security key to sign in to login.microsoft.com as
v P Y zake huang@authentrend.com. E

Use yvour password instead

This request comes from Chrome, published by Google LLC.
Touch your security key.

ATKey[ZIEBIZ 2V FLTEER
F—DHEIZ[HITS

4. A A% TEFaUT11FHRI ZFRL. TEREERAEDENM
Z0Vw o LT THEREZEMLETI OTNIT X Za—=h5
Mexal)FosF—1 ZFBRLIT, Fig. 3-3 —+ Add sign-in method

@ Microsoft Authenticator

) . Sh-52080
Push multi-factor authentication (MFEA) ?

ﬂ Security key 622-01C02038E
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a) TAzureADICEMN1 L7=Windows PCIC/XZT—RLZTOY A > b) Microsoftty —E X (Azure AD. Microsoft 365. OneDrive. Teams. ...... ) ANOOTA Y

“Bala Sandhu ”& WS &ARBID FEED I —H—I|I. GIOR—T D
INZTD—RLZEEMILTEXF AT F—THA214>27

21 (D%JE%T@% LT, §TICFIDO2EFXxaFosF*—%0OE

UazZrJLTVWEY, Enter password

N1 T w R Azure AD IZBIML TWB T N1 XADZE. /NX :
T—RLRZEML AV LI RREICEFXFaUT 4 F—T .
A4 HDEMILTWRZZBERLTLIEETL, Forgot my password

LFEEEREIC K D “Bala ”IE. Windows 1000w ZE@EmHA 5+ 2
)54 F*x— LT ¥)L TONAMEEZZEIRL. X2
T4 F—%USBR— MIZHEA L TWindowsictr>1 >93¢k
MNTEXT, (WindowslOE )L K1903+. Windowsl11)

BT Microsoft

’ windows Security

Making sure it's you

Please sign in as zake.huang@authentrend.com to
login.microsoft.com.

' Windows Security

This request comes from Chrome, published by Google LLC.

Bala Sandhu

= Making sure it's you

D)

Scan your finger on the fingerprint reader.

a8

Insert your security key into the USB port to sign
in.

Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

More choices

# Fingerprint 5

it PIN

Sign-in options

Q Al

R Bala Sandhu

R Other user

Touch your security key.

Cancel
Cancel

“Cxal) T4 F—"ZFRLTLIETV ATKeylcismz2 vy FLTERSE

ﬂ Security key
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' What the LEDs mean

8 BiueLEDON P BENONDIRE
0 GreenLEDON IR EICHTI L TREE
P RedLEDON RS ICKB/IBOHIRT/F—D Ut v FHROIRE
| CyanLEDON OSH'F —Z 5358 L TLVR LVRRR
® ® / BlueLED flashes B DIRE%ZRD TS IREE
® O - Cyan LED flashes 2w FDHIHDNELIREE
White LED flashes 28V RT7O—VBR(RL R SHT 3)
& © GreenLED flashes
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