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I 4 Steps

a) by default, you will be asked to register your phone number or Microsoft Authenticator
. . app, then register FIDO Ke
1. [Admin] Azure AD settings PP & Y

b) But if you just want FIDO key only, setting a temporary access pass, then enable FIDO Key

. . a) If you want following standard FIDO way: Fingerprint + PIN code through Windows Settings
2. [User] ATKey Fingerprint

b) Orif you want Fingerprint only (Patent technology - Standalone enrollment) w/o PIN code

a) by default, you will be asked to register your phone number or Microsoft Authenticator

3. [User] Register ATKey to app, then register FIDO Key

your Azure AD account b) But if you just want FIDO key only, setting a temporary access pass, then enable FIDO Key

* Passwordless login to joined Azure AD Windows PC

4. [User] Login via ATKey

* Login Microsoft Services (Azure AD, Microsoft 365, OneDrive, Teams, .....)
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I Step 1.a [Admin] Azure AD Settings

a) by default, you will be asked to register your phone number or Microsoft Authenticator app, then register FIDO Key

1. Sign in to the Azure Portal (https://portal.azure.com/ ) with 5. Fido Security Key optional Settings
administrator priV”egeS- Enable and Target Configure *Allow self-service set up should remain
2. Browse to Azure Active Directory > Security > Authentication — set to Yes. If set to no, your users won't
methods > Authentication method policy. Fig. 1-1 GENERAL be able to register a FIDO key through the
3. Under the method FIDO2 Security Key, click All users, or click Add Allow self-service et " ves o ) MySecuritylnfo portal, even if enabled by
groups to select specific groups. Only security groups are supported. ) h ’ ~ | Authentication Methods policy.
Fig. 1-2 - it may takes effect in a few minutes, not immediately Enforce attestation ( ves No ) _ .
4. Save the configuration. KEY RESTRICTION POLICY jEnforce atfcestat|on setting .
. T to Yes requires the FIDO security key
oree key rectrictions (v y | metadata to be published and verified
Manage Fig. 1-1 eree ey resttiene ) = m with the FIDO Alliance Metadata Service,
da Users Restrict specific keys L J | and also pass Microsoft’s additional set of
28 Grouns I validation testing.
il Company branding No AAGUids have been added. *Enforce key restrictions should be set
& User settings to Yes only if your organization wants to
Il Properties only allow or disallow certain FIDO
P security keys, which are identified by their
L ___. AAGuids. You can work with your security
Fig. 1-2 key provider to determine the AAGuids of
Method Target Enabled their devices. If the key is already
| e e g L registered, AAGUID can also be found by
I ROzt ey o e o e__ 4 viewing the authentication method
Microsoft Authenticator All users Yes details of the key per user.
SMS All users Yes * please check below link for ATKey
AAGUID: https://authentrend.com/atkey-
emporary Access Fass Allusers e fido2-security-key-aaguids/
Third-party software OATH tokens All users Yes
Voice ca All users Yes
Email QTP Yes * . o
please check below link for more details:
Certificate-based authentication No https://learn.microsoft.com/en-us/azure/active-

directory/authentication/howto-authentication-passwordless-security-key



https://portal.azure.com/
https://authentrend.com/atkey-fido2-security-key-aaguids/
https://authentrend.com/atkey-fido2-security-key-aaguids/
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key
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I Step 1.b [Admin] Azure AD Settings

b) If you just want FIDO key only, setting a temporary access pass and enable FIDO security Key

A Temporary Access Pass is a time-limited passcode that can be configured for single use or multiple. Users can sign in with a Temporary Access Pass to onboard other authentication
methods including passwordless methods such as Microsoft Authenticator, FIDO2 or Windows Hello for Business.

1. Sign in to the Azure portal using an account with global administrator permissions. 6. (Optional) Select Configure to modify the default Temporary Access
2. Search for and select Azure Active Directory, then choose Security from the menu on the Pass settings, such as setting maximum lifetime, or length, and
left-hand side. click Update.
3. Under the Manage menu header, select Authentication methods > Policies. - _ :
4 F h I f 'I bI h . . h d I T A P d Home > Authentication methods | Policies > Temporary ACCESS Pass settlngs %
. From the list of available authentication methoas, select Temporary Access Pass an Temporary Access Pass settings -
Enable FIDO2 security key also e e
DdS I PO||C|eS Terr;nporarly Acc:ssdPass, or TAP-J|iSb|a 1i[ne—|\mited or limited-use passcode that can be used I::Jj?;ﬁz;ag'l:’::e:;z::i:L:;T[T,E::Te:‘ﬂ?::?gp;l:ncyu[cea:[‘olr;g
other auth methods are unavailable. Learn more. day\s. Learn more

TAP is issuable only by administrators, and is seen by the system as strong authentication.

Minimum lifetime

£ Got feedback? Enable and Target O Minutes @) Hours () Days

(@] 1 hour
GENERAL
Configure your users in the authentication methods policy to enable passwordless authentication. Once configured, you will need to enable your users for the enhanc
authentication methads and use them to sign in Minimum lifetime: 1 hour Maximum lifetime
—~ - —
Maximum lifetime: 1 day L) Minutes '\) Hours (@) Days
Default lifetime: 1 hour 1 day
Method Target Enabled . e,
One-time: No
DO2 Security Key All users Yes | ength: 8 characters I?_efault Ilietime’_\
IJ' Minutes (®) Hours O Days
Microsoft Authenticator No C q hour
Text message (preview) No
Length (characters)
I Temporary Access Pass (preview) All users Yes I | 8

Require one-time use

5. Click Enable and then select users to include or exclude from the policy.

Home > Authentication methods | Policies >

Temporary Access Pass settings

Temporary Access Pass, of TAP, is a time-limited or limited-use passcode that can be used by users for bootstrapping new accounts, account recavery, of when other auth methads are unavailable. Learn more.

TAP is issuable only by administrators, and is seen by the system as streng authentication. It is not usable for Self Service Password Reset, *please check below link for more details:

Enable and Target  Configure https://learn.microsoft.com/en-us/azure/active-

cratle QD directory/authentication/howto-authentication-temporary-access-pass
naole

Include  Exclude

Target '.' All users (_:l Select groups
Mame Type Registration

All users Group



https://portal.azure.com/
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-temporary-access-pass
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-temporary-access-pass
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I Step 1.b [Admin] Issuing “Temporary Access Pass” to Users

b) If you just want FIDO key only, setting a temporary access pass and enable FIDO security Key

A Temporary Access Pass is a time-limited passcode that can be configured for single use or multiple. Users can sign in with a Temporary Access Pass to onboard other authentication
methods including passwordless methods such as Microsoft Authenticator, FIDO2 or Windows Hello for Business.

1.

no

o kW

Sign in to the Azure portal by using one of the preceding roles.

Select Azure Active Directory, browse to Users, select a user, such as Chris Green, then
choose Authentication methods.

If needed, select the option to Try the new user authentication methods experience.
Select the option to Add authentication methods.

Below Choose method, select Temporary Access Pass.

Define a custom activation time or duration and select Add.

flome > Chris Green Add authentication method X
0 Chris Green | Authentication methods

User

Choose method
4

_— o ) .
1~ Add authentication method @O Reset password @ Require re-register v Temporary Access Pass 4

X Diagnose and solve problems

@ Want toswitch back to the old user authentication methods experience? Click here to.  Create a Temporary Access Pass for Chris Green. While the pass is valid, the user can use it to

Manage sign in and register strong credentials. Learn more
. ) Authentication methods are the ways your users sign into Azure AD and perform SSPR. D Delaved start time
is  Profile yed a
Usabl thenticati thod Activation duration (D
sable authentcaton methods
O hours
i, Assigned roles Authentication method O%.
(" Yes .!D\]
& Administrative units Mo usable methods. —
& Groups

8 Applications
»
W Licenses
O Devices
Azure role assignments

0 Authentication methods

7. Once added, the details of the Temporary Access Pass are shown.

Make a note of the actual Temporary Access Pass value. You provide this
value to the user. You can't view this value after you select Ok.

# Diagnose and solve problems

Manage

aa Profile

&k Assigned roles

2 Administrative units
& Groups

& applications

a Licenses

CH Devices

Azure role assignments

@ Authentication methods
Activity

D sign-in logs

W Audit logs
Troubleshooting + Support

as New support request

0 Chris Green | Authentication methods

Temporary Access Pass details X
Provide Pass
T Add authentication method /2 Resetpassword @ Requira re-register N provide this Temporary Access Pass to the user so they can set their stro ng credentials.
) _ 7+bsg2jk
0 Want to switch back to the old user authentication methods experience? Click here to
Secure registration
Authentication methods are the ways your users sign into Azure AD and perform SSPR . P . ) . - - .
: To register their credentials, have the user go to My Security Info.
P e M
Usable authentication methods hitps://aka.ms/mysecurityinfo :

Authentication method Additional information

Temporary Access Pass

*please check below link for more details:
https://learn.microsoft.com/en-us/azure/active-

directory/authentication/howto-authentication-temporary-access-pass



https://portal.azure.com/
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-temporary-access-pass
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-temporary-access-pass
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I Step 2.a [User] ATKey Fingerprint <gp @

a) If you want following standard FIDO way: Fingerprint + PIN code through Windows Settings

@ Open Windows Settings Set the PIN of ATKey

"Settings” > "Accounts” > "Sign-in options” > "Security Key" Add "Security key PIN" first, the PIN will write into ATKey.Pro.
Availability: In Windows 1903 and above.

Facial recognition (Windows Hello)
This option is currently unavailable

Facial recognition (Windows Hello)
Bluetooth & devices This option is currently unavailable
Your info
Metwork & internet Prafile photo

Fingerprint recognition (Windows Hello)
Sign in with your fingerprint scanner (Recommended)

Fingerprint recognition (Windows Hello)
Personalization ; Sign in with your fingerprint scanner {(Recommended}
Email & accounts

Touch your security key 5;)\ Security Key Fingerprint
Accounts used by email, calendar, and contacts

Apps

PIN (Windows Hello)

. PIN (Windows Hello)
Accounts Sign-in options * Sign in with a PIN (Recommended)
‘Windows Hello, security key, password, dynamic lock

Sign in with a PIN (Recommended) i31 Security Key PIN
a PN for your security key hely - Set up a security key PIN

Security key i I
Sign in with a physical security key

Time & language
Security key
Sign in with a physical security key

O Reset Security Key

ythang from thes security ke

Other Users

Gaming
Accounts that have device access, work or school users, kiosk assigned access

Sign in to apps with a physical security key Manage | -
Accessibility

Password

Windows backu
- Sign in with your account’s password

Privacy & security Back up your files, apps, preferences to restore them across devices

Windows Update

Access work or school Picture password
Organization resources like email, apps, and network Swipe and tap your favorite photo to unlock your device

@ Add Your Fingerprint

Set up "Security Key Fingerprint", type-in PIN code and
follow the hints to enroll fingerprint until "All Set!”

Windows Helle urtup x

https://youtu.be/bCLPMtZJhkM
https://youtu.be/G-p30PEBUQCc



https://youtu.be/bCLPMtZJhkM
https://youtu.be/G-p30PEBUQc
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Step 2.b [User] ATKey Fingerprint

b) Or if you want Fingerprint only (Patent technology - Standalone enrollment) w/o PIN code

@ Enroll Fingerprints through Standalone Enroliment

With no need for any device or application download.

» Availability: Power supply from any USB port (USB port of PC or Power bank are both fine)
* Please enroll a fingerprint at the same/similar finger position -~

* Insert ATKey.Pro into the USB port.
. LED Cyan ON.
* Press the side button 3 times quickly to get into Standalone

enroll mode.

v'LED White flash: please touch your fingerprint, after
touch, LED turns to - means this enrollment is good,
LED turns to - means this enrollment not good.

v'So touch fingerprint at every White Flash, it may need 12
times good enrollments, until LED stays on “Cyan”, then
the enroliment is done.

» If you want to quit "standalone enroliment”, press the button and the LED will tum to - Blue, back to the normal state.

» If there are any enrolled fingerprints in your ATKey.Pro, LED will @ @ 7~ Green flash first on step 4, that you need to verify
registered fingerprint to start enrolling new finger.

Standatong
Enroliment

et Fingerprint good enrollment can help for verification
much quick and easier, please check below video as
the tips for good enrollment:

(English)
(Japanese)


https://youtu.be/bCLPMtZJhkM
https://youtu.be/G-p30PEBUQc
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I Step 3.a [User] Register ATKey to your AD Account

a) by default, you will be asked to register your phone number or Microsoft Authenticator app, then register FIDO Key

1. Browse to https://myprofile.microsoft.com, Sign in if not already
2. Click Security Info. Fig.3-1
1) If the user already has at least one Azure AD Multi-Factor

e Security info => “+ Add sign-in method”

2 C . Security key Fig. 3-3 X
Authentication method registered, they can immediately register a Security info Fig. 3-2 e
FIDOZ Security key These are the methods you use to sign into your account or reset your password. OESEUS; dfi:cz S e

&

I NFC deviee

2) If they don't have at least one Azure AD Multi-Factor
Authentication method registered, they must add one.

3) An Administrator can issue a Temporary Access Pass to allow the @dd sign-in method
user to register a Passwordless authentication method. (next page)

Default sign-in method: Authenticator app or hardware token - code Change

Cancel

@ Microsoft Authenticator

4) Add a FIDO2 Security key by clicking Add method and Ffig. 3-2 Push multi-factor authentication (MFA) SMrS9080
choosing Security key.
5) Choose USB device or NFC device. Fig. 3-3 dd a method Fig. 3-2 X
6) Have your key ready and Choose NeXt' Which method would you like to add?
7) perform the required gesture for the key, either biometric or touch. y )
. . . . . Choose a metho - SE YOur passkey
8) The user will be returned to the combined registration experience E i | o Must select
. . . . . Authenticator app Choose which device has the passkey for authfi.authentrend.com .
and asked to provide a meaningful name for the key to identify it h this one
. . Phone
eaSIIy' ClICk NeXt Fig' 3-4 A d [] Windows Hello or external security key
. PP passwor — ¥ REY
9) Click Done to complete the process. h
Security key —
o s [] sm-sooeo
| | [
B Microsoft
¢ et zake.huang@authentrend.com \J sy ® windows securty
8 overview Verify your identity Security key setup Continue setup

Set up your security key to sign in to login.microsoft.com as
R Security info zake.huang@authentrend.com. E

"@ Use Windows Hello or a security key

Apps dashboard

|
L+

This request comes from Chrome, published by Google LLC.
L Devices

Touch your security key.

Approve a request on my Microsoft “
@ Authenticator app ] | Cancel

=

Q) Password

P Find, launch and orgiggselau your productivity Disable acf,i}gzgf( If any authenticatlon Touch ATKey for fingerprint matching
@ Use a verification code method registered

% Settings & Privacy VISIT DASHBOARD > MANAGE DE' . I ! .

 Why can'tl edit? select it to login account Assign key name

2 My sign-ins More information

Are your verification methods current? Check a - -
omewrs T e e i e —+ Add sign-in method
E3 subscriptions Secu r|ty info Passw
Cancel
. ;2/ ¢ } @ Microsoft Authenticator SM-59080

Push multi-factor authentication (MFA)
Keep your verification methods and security
info up to date.

Make your password strc
someane else

UPDATE INFO CHANGE PASS — ) _ T
L 3 ﬁ Securtty key 622-01C02038E
——————



https://myprofile.microsoft.com/
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-temporary-access-pass

Step 3.b [User] Register ATKey to your AD Account

b) If you just want FIDO key only, setting a temporary access pass and enable FIDO security Key

Please make sure Temporary Access Pass enabled at Step 1.b .
2. go to https://aka.ms/mysecurityinfo. Make sure it's a fresh

session, meaning that the user is not signed in. Enter the

username, and click Next.

=

B2 Microsoft

Sign in

Q Sign-in options

3. Now, instead of the password, the user is asked to enter the
Temporary Access Pass that was displayed in the Azure porta

€
Enter Temporary Access Pass

#+RGVTFB

Show Temporary Access Pass

Use your password instead

4. After you've signed-in, select “Security info”, then click "+ Add
method”, and select Security key from the dropdown menu.

Security info => “+ Add sign-in method”

Security key

Fig. 3-4 x
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Security info Fig. 3-2
. Choose the type of securitiNgy that you have.
These are the methods you use to sign into your account or reset your password. -
|j USB device
Default sign-in method: Authenticator app or hardware token - code Change R NFC deviee
@cld sign-in method
Microsoft Authenticator
S-S0
Push multi-factor authentication (MFA) SM-55080
\
Add a method Fig. 3-2 X
Since you signed in with a Temporary Access Pass, you can only
register methods that are used for sign-in. Which method would you
like to add? Use your passkey
Choose which device has the passkey for authfi.authentrend.com
’ Choose a method v ‘
Authenticator app
] Windows Hello or external security key

Phone

[] sm-so080

. Windows Security
Security key setup

Set up your security key to sign in to login.microsoft.com as
zake.huang@authentrend.com.

This request comes from Chrome, published by Google LLC.

Cance'

—|— Add sign-in method

@ Microsoft Authenticator

Push multi-factor authentication (MFA)

ﬁ Security key

Must select
this one

. ‘Windows Security

Continue setup

8

Touch your security key.

| Cancel
Touch ATKey for fingerprint matching

Assign key name

Sh-58030

622-01C02038E



https://aka.ms/mysecurityinfo
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I Step 4 [User] Login via ATKey

a) Passwordless login to joined Azure AD Windows PC b) Login Microsoft Services (Azure AD, Microsoft 365, OneDrive, Teames, .....)

a user named “Bala Sandhu” has already provisioned their WE \Microsoft
. . . . .
FIDO2 security key using the steps in the previous )

pages, Enable passwordless security key sign in. e
. o . Enter password
For hybrid Azure AD joined devices, make sure you have -

also enabled passwordless security key sign-in to on- - -
premises resources. Forgot my password

“Bala” can choose the security key credential provider
from the Windows 10 lock screen and insert the security
key to sign into Windows. (Windows 10 build 1903+, Windows 17)

' Windows. Security

Making sure it's you

Please sign in as zake.huang@authentrend.com to
login.microsoft.com.

This request comes from Chrome, published by Google LLC. ’ Windows Security

Bala Sandhu y _

a Making sure it's you
; )

Insert your security key into the USB port to sign
in.

. . Please sign in to login.microsoft.com.
Scan your finger on the fingerprint reader. g g

This request comes from Chrome, published by Google LLC.

Sign-in options More choices

QB8

- %  Fingerprint
,Q Bala Sandhu 2 et ﬂ

,Q Other user

Touch your security key.

Cancel
Cancel

Touch ATKey for fingerprint matching

Security key

When the LED of ATKey is blue flashing, that means touch your fingerprint for matching


https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key#user-registration-and-management-of-fido2-security-keys
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key-on-premises
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key-on-premises
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I LED of ATKey.Pro

. What the LEDs mean

8 BluelLEDON Y Power ON
- Green LED ON Fingerprint verfication success
- Red LED ON Fingerprint verification fail / Erase fingerprint / Reset key
- Cyan LED ON OS has not yet recognized this key
® ©® 7 BluelLED flashes Need to verify fingerprint
® ® 7 Cyan LED flashes Need to touch
White LED flashes Standalone enrollment (flashes from slow to fast)
@ © 7 GreenLED flashes Verify fingerprint to start 'Standalone Enroliment’

O (If there is any registered fingerprint)

AKEY..
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Start passwordless
with your company.

@ www.AuthenTrend.com

IE contact@authentrend.com

g AuthenTrend

@ AuthenTrend technology inc.
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