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e ATKey.Card NFC briefing
* Initial ATKey.Card NFC

 Windows
 |f you are Mac user, please initial Card via “SecurityKey NFC” app (iOS, Android)

* Register to Passkey enabled services

e Authentication as a Passkey

Please check Smart Phone (iOS, Android) user guide separately!
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KIZY.card NFC) TREND

: * ISO/IEC 14443 Mifare Type-A 13.56MHz contactless
L Smart card, without battery.
* Dimension: 85 x 54 x 0.8mm, meet ISO/IEC 7810 spec.

* FIDO2 CTAP2.1 certified: Device-bound (Hardware) Passkey.

» Fingerprint sensor, allow max. 2 fingers

» NFC antenna area
Built-in Mifare Type-A UUID

For 7816 smart card reader

the reader must be full support for short
APDU and extended APDU commands.

v

back-side is blank, reserve for badge printing
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KIZEYcaanre  Recommendations

®

"
Take the card by “enrolled” thumb finger
(on fingerprint sensor sear) and index
finger (on back)

A 4

TREND

NFC !
reader 1 —m—

Then Tap (Bio-Tap) to Or insert card to the reader
the reader by this
recommended angle

B
L )¢
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KlE)I.CardNFc Applications

facebook aws Google B Microsoft  facebook
3 GitHub 2 ProtonMail yahoo!
2 yahoo! ORACLE RSA Ay G cointree
Office 365 a eb 2 ProtonMail GitHub okta 43 Dropbox
my ' y A shopify Passwird  onelogin  BUI®
m 0 HID RSN owamcov  @GOVUK Aol EBVoilube

citrix. W 88 microsott [ HellolD (5760 Daddy @B ceerer

Azure Active Your Apps saas Applications.
Directory

R Passkey enabled IAM Passkey enabled Web services Passkey enabled SSO

i 2 = *  Mac needs Safari browser for NFC Passkey
Bala Sandhu .- "l
8
Insert your security key into the USB port to sign - -

£ . -

Windows Passwordless login
joined Entra ID (Azure AD) PC

https://authentrend.com/download/ATKey for
MSFT_AzureAD guide.pdf

o

=

Physical access (Mifare TypeA UUID);
but w/o fingerprint matching

KIEYLW

AUTHENTREND

- £ N

Windows Passwordless login to any
Windows Account via ATKey.Login i

https://authentrend.com/atkey-login/ I

Go Passwordless for Your Personal :
Computer Authentication. k / back-side is blank reserve for badge printing



https://authentrend.com/download/ATKey_for_MSFT_AzureAD_guide.pdf
https://authentrend.com/download/ATKey_for_MSFT_AzureAD_guide.pdf
https://authentrend.com/atkey-login/

Step1l: Initial Card =g A\

* We recommend checking the video as step-by-steps guide
* https://www.youtube.com/watch?v=Qw2Qks0JCEc&t=52s

e Except your ATKey.Card NFC card, please have below things ready
 Windows PC (Windows 10 build 1903 or later versions, Windows 11)
e (Contactless) NFC Card reader (13.56MHz, Mifare TypeA)
e or (Contact) 7816 smart card reader (full support for short APDU and extended APDU commands)

* Through Windows Settings, you can do below things for your Card
* Reset (back to factory state)
e Setup PIN code (PIN code for fingerprint management)

e Enroll fingerprints (max. 2x fingerprints) 4 g
* If you are Mac user, please s

initial Card via “SecurityKey NFC” SecurityKey NFC

app (iOS, Android) anage your ATKey.Card NFC



https://www.youtube.com/watch?v=Qw2Qks0JCEc&t=52s

Stepl: Initial Card - Reset 2

* Reset to factory state, it does not need user’s PIN code or Fingerprint authentication

~
1

Settings
Accounts
Find a setting Q
7Y Home
B System
£ Bluetooth & devices o= Your info
Profile photo
¥ Network & internet
/ Personalization [ Email & accounts )
Accounts used by email, calendar, and contacts
& Apps
—_———— -y S 5
Accounts i . P Sign-in options

‘D Time & language

Other Users

~~ Windows backup

Windows Hello, security key, password, dynamic lock

Accounts > Sign-in options
‘Ways to sign in

Facial recognition (Windows Hello)
This option s currently unavailable

Fingerprint recognition (Windows Hello)
Sign in with your fingerprint scanner (Recommended)

PIN (Windows Hello)

Sign in with a PIN (Recommended)

Security key
Sign in with a physical security key

Sign in to apps with a physical security key

Accounts that have device access, work or school users, kiosk assigned access

p Password
sign in with your account's password

Back up your files, apps, preferences to restore them across devices

Picture password
® P

Swipe and tap your favorite photo to unlock your device

Manage  m——

Tap, turn on or insert your security key.

71\

Close

Windows Hello setup 5

’(F@\\ Security Key Fingerprint

Personalize your security key

Windows Hello setup

Security Key PIN
Creating a PIN for your security key helps keep you
secure [ [

Add
Reset Security Key
Remove everything from this security key and reset to & TrorEmesar e e i o
e Reset Security Key MIp Y OUSEcty/keyiiwice

. The security key will be reset to factory settings. All data and e e
Reset » c ials on this key will be cleared.
/I

Cancel

tap to reader, remove
card, tape again

> 4

Reset Complete.

Done 7




Step1: Initial Card — Setup PIN code &g A

e Setup PIN code, then you can enroll fingerprint

Settings
Accounts
Find a setting a Accounts > Sign-in options
Ways to sign in
1 2% Home ” g
..  Facial recognition (Windows Hello)
& v
& System This option is currently unavailable °
Bluetooth & devices 8= Your info N . » X L4
~  Pprofile photo ,((';\ Fingerprint recognition (Windows Hello) - ° °
N & sign in with your fingerprint scanner (Recommended)
- i i ) - .
Personalization & Email& accgl:} = e PIN (Windows Hello) . | Tap, turn on or insert your security key.
Accounts use y email, calendar, and contacts Sign in with a PIN (Recommended)
Apps
. O 0 5 0 Gy Sign-in options > Security key
Account —_— . P » a i~
— _c(fun_s_ —| Windows Hello, security key, password, dynamic lock sign in with a physical security key
‘D Time & language
Other Users Sign in to apps with a physical security key Manage l_>
o
© Accounts that have device access, work or school users, kiosk assigned access
p Password o i
Sign in with your account’s password '
~~ Windows backup
R®  gack up your files, apps, preferences to restore them across devices )
@ Picture password < a
Swipe and tap your favorite photo to unlock your device S22

o o . .
= . . . . (@\\ Security Key Fingerprint
((\(\\\\ Security Key Fingerprint Set up a security key PIN Pk o e
Personalize your security key
Set up
et e BN = o T Security Key PIN
fap your security key again on the reader.
ecurity Key By e Creating a PIN for your security key helps keep you
Creating a PIN for your security key helps keep you secure
secure [ [
o Change
Add > Type in PIN code —>
»
Reset Security Key
: !
Reset Security Key MALIEC ST DITE LRI O S S r S T L)
Remove evgrything from this security key and reset to factorv settings
factory settings
Reset
Reset |

Close




71\

Stepl: Initial Card — Enroll fingerprints

* PIN code authorized, then enroll or remove fingerprints

Settings
Accounts
Find a setting a Accounts > Sign-in options
‘Ways to sign in
1 2% Home
o Facial recognition (Windows Hello) o
& System This option is currently unavailable °
© Bluetooth & devices 8= Your info N . » X L4
~  Pprofile photo ,((';\ Fingerprint recognition (Windows Hello) - ° °
2 & signin with your fingerprint scanner (Recommended)
¥ Network & internet
./ Personalization = Email & accounts PIN (Windows Hello) | Tap, turn on or insert your security key.
Accounts used by email, calendar, and contacts Sign in with a PIN (Recommended) i
B Apps
i -A- _t- -\ P Sign-in options > 5 Security key N
I_ _c(fun_s_ —| ) Windows Hello, security key, password, dynamic lock sign in with a physical security key
‘D Time & language
Sign in to apps with a physical security ke Manage —P
o Other Users g BEY g ke 2 [
© Accounts that have device access, work or school users, kiosk assigned access
p Password o i

Sign in with your account's password
~~ Windows backup
Back up your files, apps, preferences to restore them across devices

Picture password
@ v Close
Swipe and tap your favorite photo to unlock your device

P . . . > it = Al sett
(@\\ Security Key Fingerprint O Making sure it's you r ® i® Use your fingerprint the next time you want to unlock your
Personalize your security key If-\ [.‘:': | ] ‘o device.
L Setup » @‘ | Add another finger
Ll Tap your security key again on the reader. — | \
o the ngerpit somser T the Bgerprnt sansor Touch the fingergrin sensor
Security Key PIN
Creating a PIN for your security key helps keep you
i secure A Y 1y e
Change
. Touch the fingerprint sensor
| Reset Security Key Repeatedly lift and rest your finger on the sensor on the top of
Remove everything from this security key and reset to your device until setup is complete.
factory settings
Reset oK Cancel
i
I Cancel Done

Cancel

Close




Step2: Register Card to Passkey enabled Service E2 @& |B

*  Mac needs Safari browser for NFC Passkey

* Example from Entra ID (Azure AD)

e |If your organization and your PC joined Azure AD domain, check here to see how to enable “Security key” to your Azure AD
portal: https://authentrend.com/download/ATKey for MSFT_AzureAD_guide.pdf

One highlight before registration:
Security key for Microsoft Entra ID (Azure AD) needs validated to add into Azure AD list

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-passwordless
e ATKey.Card NFC submitted to Microsoft on Nov. of 2023, and waiting for the final confirmation to add into Azure AD list
* So, if your org. Azure AD portal enabled “Enforce attestation” to Yes, and adding “ATKey.Card NFC” as a security key but
failed at last step, please adjust “Enforce attestation” to “No”, or manually add “ATKey.Card NFC AAGUID” in.

https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key

Enable and Target  Configure Please check and get all ATKey AAGUID from here:
https://authentrend.com/atkey-fido2-security-key-aaguids/

GEMERAL

Allow self-service set up { Yes MNao :I
Y - BN ATKey.Card NFC is listing to Microsoft Entra ID
"""""""""""""""""""""" th

(oY RESTRICTION POLICY (Azure AD) on 2024 Jan. 29'" upgrade, so you

p can ignore this page after the date.
Enforce key restrictions Y Yes
Restrict specific keys Ii Allo

Mo AAGuids have been added.

10


https://authentrend.com/download/ATKey_for_MSFT_AzureAD_guide.pdf
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-passwordless
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key
https://authentrend.com/atkey-fido2-security-key-aaguids/

Step2: Register Card to Passkey enabled Service

* Example from Entra ID (Azure AD)

(

i
ima B

*  Mac needs Safari browser for NFC Passkey

* |f your organization and your PC joined Azure AD domain, check here to see how to enable “Security key” to your Azure AD
portal: https://authentrend.com/download/ATKey for MSFT_AzureAD_guide.pdf

i myacamt - hittps://myaccount.Microsoft.com

Security info

These are the methods you use to sign into your account o reset your password.

Add a method

Which method would you like 10 add?

Add a method g

Which method would you like to add?

1 & ovenview e You're using the most advisable sign-in method where it applies. >
Security info Sgnn methos when st acsa s bl Adrentcato 99 o Tarovar ke - coce rarge [ security key |
0 Security info
Al i Cancel
D Password Vien yor wesilicalion methors BW [ password Last updated: Change
" 3 years ago
info up to date. sc
& Organizations
9 UPDATE INFO CH
Microsoft Authenticator — Add a method x
% Settings & Privacy v Push multi-factor authentication (MFA) Secu rit)l’ kE’y X
Which method would you likefto add?
& Mysign-ins N
\ 4 Choose the type of security key that you have.
0 Officeapps Choose a method B UsB device
e Devices O Authenticator app B NEC device
Phone
App password Cancel
& My Groups Disable a lost device and review your See all the or B
connected devices Security key
& Give feedback MANAGE DEVICES > MAN/ I
@ Windows Security X
x
@ windows Security x ®
. : Windeows Secur @ Windows Security
Security key X Security key setup A y
. Choose where to save this passkey Set up your security key to sign in ta loginmicrasaft.com as Continue setup Passh i
ave your key ready
5 " " ou can now use your security key o sign in to

Ahen vau ¢ vou will be prompted Security ki . = "

When you cho ext, you will be prompted ty key This request comes from the app “chrome.exe” by “Google Tap, turn on or insert your security key' loginmicresoft.com”, 5 ity k ¢

on the reader. Then, LLC ecurity key

For more detailed instructions, visit your key manufacturer’s website More choices Cancel A You can r

Security key X
Your device will redirect wou to a new window 10 finish setup,

Please make sure your NFC
reader or card reader is ready
with Windows

Cancel

] wm} Security

Continue setup

This will let loginmicrosoftcom see the make 3

your security key.

login.microsoft.com wants to create a o
security key. This lets you sign in witl
username.

having to type your

Mote: A record of your visit to thjfsite will be kept on your

security key.

Cancel

Security key X
Name your se

Enter a secun

low your security key manufacturer's guidance to
perform any additional setup tasks such as registering your

=x
Then, the registered

y key. This will help distinguish it from ather keys.

key shows on the
“Security Info” list as
one sign-in method

Cancel

Assign friendly name
for the registered key

11


https://authentrend.com/download/ATKey_for_MSFT_AzureAD_guide.pdf
https://myaccount.microsoft.com/

Step2: Register Card to Passkey enabled Service

e Example from Github
STe P ]

@© Setstatus

Top Repositories A Your profile

Find a repository... A" Add account

B Your repositories

[ Your projects

Recent activity

St

[ Your organizations
4=

When you take actions across GitHub, we'll
@ Your enterprises

provide links to that activity here.
Y¥ Your stars
Jes

Q Your sponsors
3

snowaC Your gists

3
aceshost M Upgrade

e @ Try Enterprise
30 B
:anning is &capilse

sewithG I Feature preview

s
= [

*  Mac needs Safari browser for NFC Passkey

Q Type | O

Configure passwordless authentication

&

Add a passkey

A Public profile Change username

Your device supports passkeys, a
password replacement that validates your
identity using touch, facial recognition, a
device password, or a PIN.

3 Account

& Appearance Changing your username can have unintended side effects.

ibili Change username
3 Beaessiifty g Passkeys can be used for sign-in as 3
simple and secure alternative to your

password and two-factor credentials.

@ Looking to manage account security settings? You can find them in thf Password and auihenhcatlor"page,

L) Notifications

Access Addd play

Cancel

Please make sure your NFC
reader or card reader is ready
with Windows

Passkeys

Passkeys are a password replacement that validates your identity using touch, facial recognition, a device password, or a PIN, Passkeys are convenient,
but the best account security comes from also enabling 2FA

10 B3 Settings

ng Depre

Activity ( 0 GitHub Docs Your passkeys Add a passkey

nnalan —

2 B . .
L o e @ windaws security x @ windows security x @ windows Security
Making sure it's you oose whel i .
Lt e o shis device to sign i to “github com” ° oo save this passkey Sy iy wehp Continue setup Passkey saved
= Eaue 3 nasek on this ice to sign in to "git com’ ) ) ) . .
L ! ? Security key Set up your security key to sign in to github.com as You can now wse your security key to sign in to "github.com’
AuthenTrend-QA. . i

This request cames from the app “chrome.exe” by “Google Tap, turn on or insert your security key.

L.
More choices
=

D) |

> Scan your finger on the fingerprint reader.

More choices
| E Fingerprint
B I Iil S

e ——

1 lLIseanmherdevi:e
- - -————wm = -

iPhane, iPad, or Android device

E This Windows device

This request comes from the app “chiome. exe” by “Google

LLC*,

Cancel

@)

Configure passwordless authentication

©

Successfully added a passkey

@ windows seurity

Continue setup

github.com wants to create a credential on your
This lets you sign in without having to type

Note: A record of your visit to this site wil From now on, you can use this passkey to

sign-in to GitHub,

Passkey nickname Assign friendly name

C 7 forthe registered key
[ o ] 12

Cancel




Step3: Authentication as a Passke

e Example from Microsoft 365

B® Microsoft |  Microsoft 365  Freducs Resources Templates  Support My sccount

Hello,
Welcome back.

Sign in as

Switch to a different account

@ Windows Security
Making sure it's you

Sign in with your passkey to "login.microsoft.com” as

This request comes from the app “chrome.exe” by “Google
ue.

?

Scan your finger on the fingerprint reader.

More choices

1 4
1 . Use another device

N o e e o -

Cancel

Introducing Microsoft 365 Copilot—your copilot for work. Learn more >

@ Windows Security

Sign in with your passkey

To sign in to "login.microsoft.com”, choose a device with a
saved passkey.

Security key

More choices

| CF ) S22 Ultra
CF #9522 Uttra 1)

Phone, iPad, or Android device

———

Ir Security key :

R T I

This Windows device

4

\

il g5
L[]

*  Mac needs Safari browser for NFC Passkey

Al Microsoft signin (A,

@ Windows Security X i
3 My Sign-Ins D Search recent activity
Making sure it's you 8 Oveew Recent activity
Please sign in to "loginmicrasoftcom” o You shoukd rcognaeexchof heserecen aciviesone ook i, youshukd eview you el
Th - from the " by Devices 83 Today a1 54925 PM CST Toipei, TW © Microsoft 365 App Catalog Services
is request comes from app “chrome.exe” by “Google
LLce, \ password
£ Organizations
Tap, turn on or insert your security key.
[ Cancel J D Recent activity
63 Today at 5:48:50 PM CST Taipei, TW © Microsoft 365 App Catalog Services
53 Today at 5:46:49 PM CST Taipel, TW © Windows Sign In

 Successful sign

+/ Successful sign

/' Successful sign

13



Step3: Authentication as a Passkey &g @&

*  Mac needs Safari browser for NFC Passkey

e Example from Github

O O

Signin t

J Sign in to GitHub

W Windows Security
Username or email address L. SERSEEEES L]
Sign in with your passkey

W windows Security X
To sign in to “github.com”, choose a device with a saved
) peczhey: Making sure it's you
Password Forgot passw 2 .
s Please s n to "github.com®,
Security key L

This request comes from the app “chrome.exe” by “Google
L,

Tap, turn on or insert your security key.
s

rA

------------ \ " Using enrolled fingerprint hold th

Cancel

Ll

‘ , Dashboard

Home
o gaaas (3 e
repository
L w7a
Recent activity
] ¢4

gned to operate

A

= Filter 8

17 star

wostar

14
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KEYCard NFC

AUTFENTREND

Visit
Or mail to

for more information
for advanced contact


https://authentrend.com/atkey-card-nfc/
mailto:customer.support@authentrend.com

Thank you!

No more phishing! Start your passwordless login from today.

AUTH=NTREND
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