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NFC ' ON DIF& (FEmiTh
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Bluetooth/BLE

LED#2: Bluetooth D 70— K&+
AMEEFEE SR
LED#2: BLE #E#ith (F& AL

No7)—KEE

BENRyT)—B EPHEHRER

)
B (R RR)
- BRee—E
Windows Mac OS X ioS Android
USB | ¢ Windows Hello e Fido U2F
HID | ¢ Fido U2F (Chrome (Chrome
browser) browser)
e Fido2 (WindowsRS5, | ® Fido2
edge/Chrome/Firefox) (Chrome/Firefox)
BLE | Windows Hello (Windows | Mac Logon Fido U2F
10) (Password (Chrome
replacement) browser, “Smart
Lock” app)

NFC Fido U2F
(Chrome
browser,
NFC)

o TIIHBEE:
e ATKey.card for Windows — Windows Hello

e ATKey.card for Mac — Mac login

e ATKey.card for FIDO U2F

e ATKey.card for FIDO2

e ATKey.card for NFC reader (Mifare Type A Door locker)

e Extra Highlights and Troubleshooting

Connect to https://www.authentrend.com/atkey—card/ for more information.

Visit https://fidoalliance.org/ for more FIDO information.

or mail to contact@authentrend.com to contact.



https://www.authentrend.com/atkey-card/
https://fidoalliance.org/
mailto:contact@authentrend.com
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1. ATKey.card [C}EfUEZExT DA%

i) Windows 10 T& 9% (USB X (4 BLE)
o ZNIE. “Windows Hello” M COFAVNZAVTINAATL—LT—1)%4 LT Windows EDTV/NZ
AUHITVET,
e Microsoft Store MpEAY T AT YO— RLTEEL,
*  ATKey T#&% . XIITEC URL [CPDEALTLISLY,
https://www.microsoft.com/store/productld/9P7GR8W9SJD3
ATKey for Windows

AuthenTrend Technology Inc.

This product is installed.

i [

mc«ma«

L1 14
Description Available on
ATKey BLE is a new fingerprint enabled authenticator to support both Windows E PC
Hello and FIDO U2F via BLE (Bluetooth smart) instead of USB dongle.
Through this app (ATKey for Windows), you can pair the key, enroll your 1 Hub

fingerprint in and also associate as a Companion device for Windows.

Screenshots

o AVAP=IUNTE T LIz”ATKey for Windows” D74 AN H B EER L TEELY,

Recently added

. ATKey for Windows

»  ATKey.card ZE&5E T BRI, Windows Hello @ PIN J— RFEEEFE LTS,
e Windows DERTE => PHIV b = Y44 A T3y => PIN

& Settings k - o x
@ Home Sign-in options

Find a setting bl I Require sign-in
Accounts If you've been away, when should Windows require you to sign in again?

‘When PC wakes up from sleep

&= Your info
= Email & accounts < Windows Hello
[ & Sign-in options ] A fast and secure way to sign in to Windows, make payments, and
connect to apps and services.
B3 Access work or school

Learn more about Windows Hello.

bl

. Family & other users Fingerprint

s < Add another Remove
ync your settings

Q

PIN

Change Remove

I forgot my PIN

o AVAP—ILLIE“ATKey for Windows” DV 7 MR EIL TEELY,


https://www.microsoft.com/store/productId/9P7GR8W9SJD3
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= “Add and Register ATKey " &#5'Jv5
49 Bluetooth h¥ on [ClE2TLVBEERER L TZALY,

- [m} X

ATKey for Windows P,
©® W

Add and Register ATKey

Bluetooth

@ on

Now discoverable as "DESKTOP-239KLMO0"

Registered ATKey

=  (Bluetooth C&£%93154)
Z kLT ATKey.card BB A TEE, FIHADERBE T3 ATKey.Card ICERE SN TLV3854
DINTPINBEBHRTRINET,

Add an ATKey @

Bl

ATKey.card-0180006C ,.|||
Neg| A

§ - ATKey.Wallet al
Re

o ATKey.BLE all
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*  (Bluetooth T& %9 3i545: 1/6)
Windows & ATKey.card ER7)VHLET - FIARAERTPIVTLETH ? DR RO HEL,
LED#2 h'E<KRRLET DT, IEWME—EAYF LTIV EDYYDLTLIZELY,

1/6 Pairina with ATKev rard

Pair Device

Pair device?

card-01 “ would like to pair to this

Allow Cancel

1/6 Pairinn with ATKev rard

Pair Device

ATKey.card-0180006C

1/6  Pairing with ATKey.card

oy
g - BLE driver is ready
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(Bluetooth TEERT BIHE: 2/6) I— FORRTEREETEETEET, VIT7IESEZDFET
RIS VEE .

2/6 Enter a name of the
ATKey.card-0180006C

ATKey.card-0180006C

(Bluetooth C&£%9 3154 3/6) ATKey.Card [CEfEZEZLET - I EIVT TR, 7V
DOIVELULTOENULENLZEZ T, B OEHFEELIE L TES, HLF 15720 EFELER
LAYTLET , BYTRIEASA FTEZEFNTEET,

3/6  Enroll your Fingerprint 3/6  Enroll your Fingerprint

1 0% 1 19%

3/6  Enroll your Fingerprint 3/6 Enroll your Fingerprint

1 52% 1 100%

En El En

(Bluetooth T& %Y $imA: 4/6) EFRULIEMEIVILTHIERLEY,

4/6 Verify enrolled Fingerprint 4/6 Verify enrolled Fingerprint

- o
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Th—FeZE&LET,

5/6 Register as an Companion Devic

()
s ~ Companion ATKey to this PC

Windows CDF needs authorization by your fingerprint

o Card DIEWFRERVT L THEZL, ‘L) "SEESL Windows D PIN J— FFA J1 LI
LTS,

Windows Security

Making sure it's you

|hN

| forgot my PIN

5/6 Register as an Companion Devic

()
s - Companion ATKey to this PC

ATKey.card-0180006B companioned with this PC.
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*  (Bluetooth T&E %Y 335HE: 6/6) “Dynamic Lock” [CDEXLTIE, HiR—FLTLVELVESD, FI
YDI=DIFANTICSTE T LTUEALY,

ATKey for Windows

Add and Register ATKey

Bluetooth

- o

Mow discoverable as “Z-Surface-0JBOIVQ*

Registered ATKey

ATKey.card-0180007F fido §5 o) (§

o U smossus 10 BETHTT . BRUSSROBROTETT,

« A TKey.card DIEREFHEE TEFET, (firmware version, Battery, Bluetooth
information, rename the card)

| X

o " AThey.card DESAER TR TS,
= ATKey.card D¥§HE Windows DAVNZAVDE[EHH FF U=,

e USB HEIFFICEFBMNTE T LTWBDT, th R34 N—FE(F73<, USB R—FC
ATKey.Card #f& AT 1.IL Windows ' ATKey.Card % HID F)IN\f A& L CERELET,

10
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i) Mac C&8%%9 % (BLE)

o

o

NAT—REOHKNHNEL T Bluetooth T Mac EQIAVINZAVETNET,
TEOD URL o7 FUEAIvO— FUTLESLY,
https://authentrend.com/download/ATKeyForMac.zip

3¢ Please make sure your app is 7 TUD)IN—Iavhi vi.1.6 RIEEFNLIENEREE L TR, XU,
TP 7)D“Check for updates”hh o) N\—J3V PV I A[EETT,
“ATKey for Mac” &1 VA R—=JLL TSN,

w Install ATKeyForMac_package

Welcome to the ATKeyForMac_package Installer

You will be guided through the steps necessary to install this

# Introduction software;

Destination Select
Installation Type
Installation

Summary

Continue

Thei was
# Introduction
» Destination Select
© Installation Type
o Installation
o Summary The installation was successful.

The software was installed.

Close

11


https://authentrend.com/download/ATKeyForMac.zip

AUTH=NTREND

o Mac FBHEDLFA)T1ETIMINI—D“ATKeyforMac.app” Z#OVDERER L TEELY,

@ < i Security & Privacy Q
General  FileVault  Firewall Privacy

:1 Location Services Allow the apps below to control your computer.

)
4 Contacts

ﬁ Calendars
‘ Reminders

Photos
n Camera

n Microphone
@ Accessibility

B Full Disk Access

ATKeyForMac.app

Al
2 | ick the to prevent further change: Advanced... ?

o TTUNEEILEH, Mac O Bluetooth £/ LTIESELY, - -

@ Finder File Edit View Go Window Help Aap ™ 2 T« 53%0

o PT)DEETE (Settings)EDUyD LTS,

@Dl 3 7T«
About
Settings

Check for updates...

Quit

(Bluetooth MINAVEAVICLTHD) “Add and Register ATKey” &7 wh LTS,

ATKey for Mac @ (i)

+ Add and Register ATKey

Bluetooth

On

Registered ATKey

12
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e (Bluetooth T2&#%: 1/5) Click the specific ATKey.card KX{AD V)7 I E SR ULI— FEBSDH— %
HU9H UL TLIEELY,

ATKey for Mac ® D

&

B . ATKey.card-0180007F ..I|I -31dBm

e (Bluetooth TE$%: 2/5) Mac EN— FARKERTUI T Ulch, I— RRKDEHEEBETEETEET,
MEADRFE T, D—FD 8 TAD T INBESHNEHINTNET,

2/5 Enter a name of the ATKey

| ATKey.card-0180007F

Cancel Next

»  (Bluetooth T&$%: 3/5) ATKey.Card [CEfEZEERLET — IEEAVTTIE. 7T IV ED
LI 2EINLENLZEA T, B OEREELCEFZ LTS, BLZ 15720 EFEEIRLAYTL
F9, AVTRIIATA FTEBENTEET,

1/2 Enroll your Fingerprint 1/2 Enroll your Fingerprint

7 0% - 32%
Please touch the fingerprint sensor Great, touch the sensor again

Cancel Cancel

13
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e (Bluetooth TEtEk: 4/5) B ULIEMERVI U TEHERLET,

4/5 Verify Fingerprint

| «"//’ |

Waiting for verify fingerprint

Cancel

e  (Bluetooth mode: 5/5) AVINZAVT INA AL LTEERELET, (Mac D unlock/lock )

5/5 Register as a Companion Device

|
Waiting for verify fingerprint

Cancel

o RICMac OOTAVIA)— FEERELET, - PTUDAVAL—ILERIULIIC, BBEEICIE)SAD
— BB ETY, Fe, OJMVIEICCONAT—FEFRIALET GERBaNKLEZES) .
OT4V AT - FeZEET3HE}. PTINTIAD - FeEETIEEBTNBOTIZE )

5/5 Register as a Companion Device

Authorized by login password:

| A\\ \
Cancel | 0K |
e

Verify passed

Cancel

5/5 Register as a Companion Device

ATKey companioned with this Mac

Cancel Done

14
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o RICTEFAITAETIANI—DERTE INDI AT - FEeERT S : IIEF LTS
LYo
RS T R

Security & Privacy Settings -
ATKey for N . @ @
. § = :

Security & Privacy

Il rieveut Frewal  Privacy

Alogin paseword has bean 6ot for this user | Change Password.
+ Add g

2 Require password | immedisteiy [ after sieep or screen saver begins

Bluetooth
on
Allow apps downloaded from:
Registered
- al : x

(2] Click the lock to make changes.

Please set a login password and enable "Require password
immediately after sleep or screen saver begins".

Do you want to open Security & Privacy dialog?

Cancel OK

o FBER-RTVIITESNTZ ATKey B7 T LDUAMIGEEINET,

ATKey for Mac (O] i)

+ Add and Register ATKey

Bluetooth
On
Registered ATKey
E HuangiPhone_U2F x
N ATKey.card-0180007F w) (§

o “ATKey for Mac” DFRRICDONT:
= “LED”: Dvh¥BE. ATKey DF & LED AR 4TUL. 5 MR RIMULET . - ATKeys hiTedEh
HBIHE . BERINC ATKeys ZHANTIDICEZILEET,
*  Fingerprint(s): 1810 (&K 10 ¥4) . HIB& (TXTHIBR) . BIE (FRR KNEAL LIEDRENELH
e ERC Y -ZBHAELEY)
»  “Configure”:
e  Key information: ¥—1&%k
e  BLE information: BLE &%k
e Rename:RRINZEE
¢ Re—Companion with Mac: Mac EOBIAVIN=A4Y :Mac DO M4V AD— FEZEBE UGS,
CIICHULLVIAD—FEEA D LTS,
= “Remove”: Bllf%:Mac NMoZ U7 ATkey ZHIBRUET,

15
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iii) Enroll from iOS (Later schedule)

iv) Enroll from Android (Later schedule)

16
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2. ATKey.card for Windows Hello

e Windows Hello (Windows 10, USB X (& BLE)
o ATKey (2D Windows ([COVIN\ZAVENTVSIEE .. M RIEETI M. 120 windows
(X120 ATKey DHEFRILET
» JVNZAVIOWTE, JAEDYYH L TLESLY,
o Windows AJ7ZY (Windows Hello)
» OJZVEmEICAYE—-IDNRREINET,

; .1,'.,.,‘4 ﬁ 3 . bl & = 3
YA T BICNE DLEICHEFE L TESL) DA — IDF RSN 7/=5 (ATKey.card D
LED#1 7" B<RBLFT) ATKey DIFHGEFE X YF > IICLDOTT 2 HHI FET S
YL TBICIE DLEICIEEL N TES) DXt — I RSN LGB E, F——FD
DN—RF—"FEANLTHTCESL), Windows D FEFRDEICTI) =227/ 1 IAEFIv77 3
ENHVET,

17
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»  USB E#HDIZES — when ATKey.card @ LED#1 Y S{ A Lzh, ZBEFUIEIENEL
IH—(CAYFUT, BBEET 3051V LET  GREENRINT BE LED#2 1V iR 52 A7 4T
LFT)

‘ o USB IE##DIZE, ATKey.Card IZ/E1HFIC
P PR ZEALES, -
\edne™ >  FEH(L ATKey.Card D LED#2 1"
‘ TFEBLET
> LED#2 NEATUEG BT ETT
o USB E#7 /(X Bluetooth (X B ZIH9/CF7
[CEDET,

» BLE EfiDI5E - Press Power button of ATKey DERNIVEIRTEAVICHD
BLE ®@7O— REVrAMNIEFEDFT, (LED#2 WY S LET) EHERTUVIN
THNTz PC(Windows)ld RSSI CEN—FREWVAD PC ERTVIITZTVET S ;
ATKey H' Windows EFE#R(LED#2 S < (T LET)LEDS, LED# MY S<mLEd
DT, BERSNTIENESYFTRE001 U H EFTEFEREREN H KDL L0722 57

RICRATLET)

o ATKey [ 60 #EIHIE T SEEHEHICE
BOINFT,

18
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3. ATKey.card for Mac Login

e Companion ATKey.card and Mac
o Check here for the detail to enroll fingerprint and also companion ATKey with Mac

e ViaBLE - &RMIVEHLETE, BLE N TO— FRv AL EIRDFE T, (LED#T D' E A LET) BH
BR7IVVITHTHONT PC(Mac)ld RSSHZEN—FEE VA D PC EXRTPYVTZITVET , ATKey ¥ Mac
EREHTLED#2 S tTLED)LEDS, LED# B S<amLET 0T, BERSNiglEY»yFT5E0
AN KETEERERIEN KDL LED#2 DFRIZAELTLET)

e [fyour Mac starts from “cold boot”, it did
not allow ATKey as authenticator to login

e “ATKeyforMac app” must be alive

e ATKey will be off automatically if there is
no “operations” or “interactions” for 60
seconds.

e We did not support USB mode to login
Mac yet.

<
<

0180007757,

19
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4. ATKey.card for FIDO U2F
o IR7E Chrome DH T F3VH—TDH 5t it (—#DFH— FT Windows,Mac,Android [CRF i)
e TEEIF FIDO U2F (Cxt fido§|
Google  Gmail @Google You(ffB

n GitHub % FastMail $2 Dropbox

X[, FIFAFREG FIDO U2F FRBET—/\—& T 5 URL hoi&R RN AIRETT,
https://fidoalliance.org/certification/fido—certified—
products/?appSession=8YT7Z225VODOH6M410QG26WI22NOF6D5MF9W19F585450ZWKJPBOH5XMB874A6596S8432G
491GGF12B5Y7PIAM6PKR09S5G9Z3Q9TOFLK91C5445079DO1NWZFP8714Q

o USB MBS  FIDO U2F T Windows (Windows 7/8/8.1/10) & Mac OS [
Chrome 720 —(Zxt i
o Google #HIICLIZIGA:
*  Google 7HDVMIAYAVLET
. “*D"fJ'tht:\::L'JT4”IEEG) 2 BRBESREIEAICLET

® ® 5 owyAccdnt Zake

« C @ Securel https://myaccount.google.com/?utm_source=0GBauLM_medium=act&pli= aw ol o

i Apps s Bookmarks |Gy Google M £ AuthenTrend £ AT-loT avmo-wun-n..‘ [) FEMODTMEHE [ Youtubs MODTMRE £ News. » 51 Other Bockmarks

Welcome.

Control, protect, and secure your account, all in one place

My Accountlgives you quick access 10 Settings and 10ols that et mse&wa S aaza wxm your privacy, and decide how your information can make Google
k better

£t Account preferences >

-ount settings, ke payment methods,
rence o

Security Checkup
3 T Protect your account injust 8 few

Find your phone
2w

GET STARTED

My Activity

7

L4 2 Egﬁtéu-unm’éﬁﬁj](ubi?o

Password & sign-in method

Your password protects your account. You can also add a second layer
of protection with 2-Step Verification, which sends a single-use code to
your phone for you to enter when you sign in. So even if somebody

manages to steal your password, it is not enough to get into your
account

Note: To change these settings, you will need to confirm your password

Password Last changed: September 29, 2013 >

- e e e e e e e e e e e e e e

o Google DIEFICHELVRNEHFET,

20
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o HBED/NAT-FEAALTATIVLET,
o CHEBDEFESIAVNEADL, "THFIIXvE—T"EERLET,

Let's set up your phone

What phone number do you want to use?

How do you want to get codes?

@ Textmessage (O Phone call

USE PROMPT INSTEAD m

o SMSEZBEUELT—FEADLT, 2 BIEZEGFFEEZNCL TUESL ),

o

Turn on 2-Step Verification?

Second
step:

Yol stay signed i o [ Joamail.com on these cevices: ]

You'll be signed out of your other devices. To sign back in, you'll need your password and second
step

Voice or text message (default)

o N=JFEFILZOO-IU, "CF1YTrF—DEN"FERL TES)
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2-Step Verification is ON since Feb 6,2018

Your second step

After entering your password, you'll be asked for a second verification step. Learn more

Tired of typing verification codes?

ADD GOOGLE PROMPT
Get a Google prompt on your phone and just tap Yes to sign in.

n Voice or text message (Default) @
( 9 Verified V4

Verification codes are sent by text message.

Set up alternative second step

Set up at least one backup option so that you can sign in even if your other second steps aren't available.

x Backup codes

These printable one-time passcodes all

W you 1o sign in when away from your phone, fike
when you're traveling

SETUP

D Google prompt

Get a Google prompt on your phone and just tap Yes to signiin.

ADD PHONE

. Authenticator app

Use the Authenticator app to get free verification codes. even when your phone iz offline.
Available for Android and iPhone.

SETUP

B Backup phone

Add a backup phone 50 you can still sign in if you lose your phone

ADD PHONE

B e e e R
4 - Security Key \
! 4 Security Key is s small physical devics used for signing in.  plugs into your computers USE |
1 port. Learn more 1
1

1

1 ADD SECURITY KEY

. 7

- = e e e e e e e e e =

o ATKey DZfE - insert ATKey.card & USB ifi— MCZELAA T N "#AH Key &
RLET,

Have your Security Key?

Make sure your key is with you, but not connected to your computer
yet.

CANCEL  NEXT
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ATKey DELRE %

Register your Security Key

1. Insert your Security Key in your computer’s USB port or connect
t with a USB cable.

2. Once connected, tap the button or gold disk if your key has one
of them

Having trouble?

CANCEL  NEXT

ATKey.Card @ LED#1 H¥ 2L
b, HREOEFLZIETIVF
LTIz, D% LED#1 A
BRBICRLT UL, IvFUI5E
T OERERD., Google M U2F
H—)\—(C ATkey B & fFENZF
T, LED#1 NIRRT LIznER
SEREBROERBOT, BfTL
TLRELY,

Register ATKey D& 4R35, Key DEFIFA T LET , (BGIEDZVIE—A

ATkey DTN EEZE, (AT EH)

X

o

Security Key registered

Your Security Key is registered. From now on, you'l use it to sign in
with 2-Step Verification

Security Key name

ATKey9b|

DONE

BERDT T T3, BIRENE ATKey FHEZ T SFEN TEET,

& 2-Step Verification

2-Step Verification is ON since Feb 6, 2018

TURN OFF

Your second step

After entering your password, you'll be asked for a second verification step. Learn more

) Security Key (Default) @
ATKey9b (Added: Just now)

Last used: -
Chrome on Windows in £

ADD SECURITY KEY

n Voice or text message
Verified

Verification codes are sent by text message.

ADD PHONE
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o Google [CEEOVALFT, ID//IZT— FEA L TRNESE, 2 BRIEZZLI KD
bNET, ATKey.Card D LED#1 D'ESEBEL, TY—ICHEREYFL TEEEAESNT ¢
aJ1oL&ES,

Google

Hi zhome

Q zhomemail5@gmail.com v

To continue, first verify it's you

Enter your password

Forgot password? m

Google

(S]] r—
O EEEEs@gmail.com v

_E_ﬂ

2-Step Verification: Use your Security Key to sign in

Insert your Security Key into your computer's USB port. If it
has a button, tap it.
[7] Don'task again on this computer

Having trouble?

o EDMD UZF I CFFRT5EL T —EX:

- Dropbox: https://www.dropbox.com/help/security/enable—two—step—verification

- Facebook: https://www.facebook.com/notes/facebook-security/security—key—
for—safer—-logins—with—a—touch/10154125089265766/

- Github: https://help.github.com/articles/configuring—two—factor—authentication—
via—fido—u2f/

- Salesforce:
https://help.salesforce.com/articleView?id=security_u2f enable.htm&type=5

24


https://www.dropbox.com/help/security/enable-two-step-verification
https://www.facebook.com/notes/facebook-security/security-key-for-safer-logins-with-a-touch/10154125089265766/
https://www.facebook.com/notes/facebook-security/security-key-for-safer-logins-with-a-touch/10154125089265766/
https://help.github.com/articles/configuring-two-factor-authentication-via-fido-u2f/
https://help.github.com/articles/configuring-two-factor-authentication-via-fido-u2f/
https://help.salesforce.com/articleView?id=security_u2f_enable.htm&type=5

AUTH=NTREND

e iPhone/iPad (i0S) C(Bluetooth) FIDO U2F {§9 — “Smart Lock” 7/

1)& Chrome 75045

o Smart Lock (app store)

Smart Lock
»  HITD Google PHUV b &EZEXLET
= Vs
Google

Choose an account

+ Add another account

“Google Smart Lock” Wants
to Use “google.com” to Sign
In

This allows the app and website to
share information about you.

Cancel Continue

25



AUTH=NTREND

ATkey & Smart Lock ERXPYVHTLET

Bluetooth Pairing Request
“Random E7:1A:25:F7:44:94" would
like to pair with your iPhone. Confirm
that the code “626762" is shown on

“Random E7:1A:25:F7:44:94".

Cancel Pair

ATKey.card & iPhone OX7) VY
o  ATKey.card fil: LED#2 H¥E<
ATUEL. AT ATKey.Card
DIEREREEELET
o  iPhone fil: iPhone M”71V
D EIYTLET

52 T U7z, Chrome 73595 D70y
FEIED T EEDAD)—Yav kDL
[CBNFES,

2-Step Verification
This extra step shows it's really you trying to sign in

e @gmail.com

2-Step Verification

Use the Google Smart Lock app to sign in with your
Security Key
Don't ask again on this computer

Having trouble?

Choose an account

]
W @gmail.com

+ Add another account

= 3 p
ROSIMIE ;3084 E  osm= 9:48 PM Cny
Cancel @ accounts.google.com X _ /
Google
9 Google
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o Chrome 77594 - U2F THE=D Google 7HIV MIOTA1ILET,

=  EHICID/Password Z A LTATMVELET , ZDT%. ATKey.Card & E%T 2 4.
ATKey.Card DER%Z ON [CLET,

No SIM = = 9:51PM

G
X

4 Chrome = 4:07 PM -

@ accounts.google.com

Google

One account. All of Google.

" Press the Button on your Security Key to signin to
j@gimall.com your account

Password

More options

I COR AT ATKey Card 0

Need help? %5j§\§ ON (:g-éts
Google MMERGREIEE K
Sign in with a different account bi?’(?&ﬁ E#

One Google Account for everything Google
GMROD L+ Y E
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e Android phone/tablet "C(NFC) FIDO U2F % {#i 9 — Chrome browser #f
o Chrome browser T Google IC¥ 4 v 4 v L £,
» |D/Password Z AJIL ¥ 3,

s88 - 4 =0 [l 94% M 21:53

0 @ //accounts. google.com

Google
Signin
with your Google Account
Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in
privately. Learn more

Create account “

»  SecurityKey 23V 7T AP EINBZDT, NFC % ONICLTL X\,

B 2 =0 L 67% 8 16:29 By - 2 =04 67%8E16:29
Or Or
Use your Security Key with

Turn on NFC
accounts.google.com
Using your Security Key with Your Security Key only works when your
accounts.google.com helps protect your device's NFC is on
private data.

TURN ON
GET STARTED
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NFC T ATkey T NFC O FFiE# 1T\ F 3,

By - £ R =0 L% 67% 816:29
Or

Allow using your Security
|

Hold your key flat against the back of your device
until it stops vibrating

Use your Security Key with Bluetooth

Use your Security Key with USB

ATKey.card DEJHEZ AN E 7,
LED#1 2S il L 72 &, 8t v ¥ —
Xy F LTNFC Zidak L £ 37,
(NFC FZFERFE 1 15 FOH])

ATKey.card %Z Android A~ 7 ®D NFC
v Y —ift < GEE 1L ) I R X
#T, U2FD F—72 ¥ % NFC Tix 5
&, = - IcFEEI N E T,
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5. ATKey.card for FIDO?2

Please check https://fidoalliance.org/fido2/ for more ideas about FIDO2
ATKey.card is FIDO2 certified

(ertification

In recognition of AuthenTrend Technology Inc.’s achievement of
FIDO2® Certification
Company: AuthenTrend Technology Inc.
Product: ATKey.card
Specification: FIDO2
Specification Version: 2.0 (2018-07-02)
Class: A i

Level: L1

Functional Policy Version: 1.3.4
Authenticator Policy Version: 1.0.0
Security Requirements Version: 1.0.0

Interoperability Date: August 28", 2018
Conformance Self-Validation Date: August 21%, 2018
Vendor PP Date: 28", 2018

fido @3

CERTIFIED

Certificate No.

FID020020180926019 |
Issued

September 28", 2018

Link of the certified products:

(https.//fidoalliance.org/certification/fido-
certified-
products/?appSession=276TI9VOA93161HHG
NKF95CK9973MQT6H7HW96L3C707U348CS8

TDF7GLM6YZ3TT333P4XNQ4G35Z0X066JV1
6382X3H965C91X20)5U4929)H452SNN6BWI

8QKD2L1B)

Browser base (WebAUTHN — Edge, Chrome) for Windows and Mac via USB only
o Windows 10 RS5, Edge browser must be v44.17738.1000.0 or later version
o Chrome Canary browser v70.0.3528.0 or later version; and please follow below screenshot to
enable flags.
' ® 0 ® X chromeyfflags x |4
€« C @ Chrome | chrome://flags * @ @ 50

i Apps % Bookmarks B Computexdemo B Google EHs% fido2 OTP demo AuthenTrend News zake B Peggo - YouTube t

Q search flags Reset all to default

72.0.3594.0

Experiments

WARNING: EXPERIMENTAL FEATURES AHEAD! By enabling these features, you could lose browser data or
compromise your security or privacy. Enabled features apply to all users of this browser.

Available Unavailable

Experimental Web Platform features

Enables experimental Web Platform features that are in development. - Mac, Windows i
3 Ry Enabled :

Linux, Chrome OS, Android

#enable-experimental-web-platform-features

Web Authentication API
Enable Web Authentication API support. - Mac, Windows, Linux, Chrome 0S, Android Enabled 3

#enable-web-authentication-api

Enable Web Authentication API support for CTAP2 security keys

Enable CTAP2 security keys for the Web Authentication AP Mac, Windows, Linux, Chrome =
0s Enabled v

#enable-web-authentication-ctap2-support
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https://fidoalliance.org/certification/fido-certified-products/?appSession=276TI9VOA93161HHGNKF95CK9973MQT6H7HW96L3C707U348CS8TDF7GLM6YZ3TT333P4XNQ4G35ZOXO66JV16382X3H96SC91X20J5U4929JH452SNN6BW98QKD2L1B
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o

FIDO2 server
=  Please check below certified FIDO2 server to try with ATKey.card (USB only)

https://fidoalliance.org/certification/fido-certified-
products/?appSession=735HXT4BHP6S5B453PCZH40LZB8J07Y1PJH7C6Z5PNHR57GTRVEV4920WX3ESR

Y5335G6/U935592W99707)73Q1KS1385CC6Y2AY15T5197JR1K5C212T703WTBY31Z
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6. ATKey.card for NFC Reader

e ATKey.card is a NFC tag type for 1ISO14443 & Mifare Type A NFC reader
o Mifare ID is resident and unique ID inside SE/NFC chip
o For NFC door locker
= |f there is a “Mifare ID table” in the backend of NFC card reader (Door NFC reader), just need
to copy Mifare ID of those specific cards
=  Orregister ATKey.card to Mifare Type A NFC door locker

01 BOOO&CJI'I 2345678/
Prar——
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e Extra Highlights and Trouble Shooting

e Pending mechanism for security
= Security level is high: Fingerprint FAR < 1/50000, FRR < 2%
=  For even higher security, we support “lock” mechanism to avoid trying by fake fingerprint
continuously
e Allow 5 times fingerprint verifications, if it fails 5 times continuously:
e 1%time: lock card for 1 hour
e 2"time or later: lock card for 12 hours

e Battery
=  From factory finish good, it is 3.8V (~50%)
= Battery low is 3.67V (~35%), please do battery charge
= |f the battery is lower than 3.4V, ATKey.card can not boot
e You need doing battery charge for a while (ATKey.card is no response at
beginning), then ATKey.card can boot again
= |fthe battery is lower than 3.0V, battery protects by Hardware (PCM)
e You need doing battery charge for a while (no response from ATKey.card for
a while).

e Bluetooth
= We are BLE mode (Bluetooth smart), it's low power consumption (comparing with
Bluetooth mode)
= ATKey.card is USB data mode (insert PC or ..), we will stop BLE mode; but if
ATKey.card is USB battery charging (using USB power adapter), BLE is still ON.

e Demo Video
= https://youtu.be/zfGS9shUiMs (Setup ATKey.card)
= https://youtu.be/3budV7ji250 (ATKey.card for NFC door, PC)
= https://youtu.be/MAomJowMuzc (ATKey.card for Mac)
= https://youtu.be/fiAaX7PsNvk (ATKey.card for FIDO U2F: PC)
= https://youtu.be/lzewBCCXyvA (ATKey.card for FIDO U2F: Android)
= https://youtu.be/6SWYWws07IA (ATKey.card for NFC door)
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