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f+"" IKlEyJ:m | www.AuthenTrend.com/ATKey-Pro/

fido @2

CERTIFIED

Fingerprint enabled USB security
key

* HID device, no driver needs
* Portable key for any Windows, Mac or Chromebook

* Up to 10x fingerprints, matching < 1 sec., FAR < 1/50,000, FRR <
)

e  FIDO?2 certificate


http://www.authentrend.com/ATKey-Pro/
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KIEy_pm | Outlook

Tri-color LED/Logo

Click-able button

* Each key has his own unique keycode

* It's equal to serial number

* Check keycode for production records,
customer service and warranty

15.0mm
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Silicon keychain



A

,

KIEy,pm | Functionalities

Please visit this following video for below 3 steps: https://youtu.be/-92CtPG-1J0

Step 3
Fingerprint Matching for Authentication

Step 1

Enroll Fingerprint to ATKey Step 2

Register ATKey to Device or
Service Azure AD Passwordless logon
https://youtu.be/Q1CylO0a8IV8

Passwordless login Microsoft account or other
FIDO2 FIDO2 authentication via Browsers on Windows ,
Mac and Chromebook

You can find FIDO security key readiness services from here:
https://www.dongleauth.info/

Login Google, Facebook, Dropbox, Salesforce,
Gitlab via Chrome browser as 2" factor

You can check ATKey.Pro compatible FIDO2 enabled service here:
Standalone Enrollment (Patent Filing) https://authentrend.com/compatible-with-atkeys/
https://youtu.be/IDrcZxWXAL4

or through Windows Settings (build 1903)
or through “ATKey for Windows” app


https://youtu.be/lDrcZxWXAL4
https://youtu.be/-9ZCtPG-1J0
https://youtu.be/Q1CylOa8lV8
https://www.dongleauth.info/
https://authentrend.com/compatible-with-atkeys/

f?"h KlEy,l’m | Fingerprint Enroliment (Up to 10x Fingerprints)

Standalone Enroliment Enroll from Windows Settings ATKey for Windows App
No device or app required.
* Insert ATKey.Pro into USB port * If your OS is Windows 10 build 1903 or later *  Download “ATKey for Windows” app from
*  Check YouTube video here for the detail: versions, you can manage ATKey as security key. Windows Store to manage ATKey:
https://www.youtube.com/watch?v=uoSf BOhTYS8 *  PIN code, add/delete fingerprints, reset »  Enroll fingerprint
*  LED is BLUE ON, quick click side-button 3x times to get *  jump to “Windows Settings” page for the *  Add/delete fingerprint
into enrollment mode: detail . ATKey information
* Windows Settings => System => About *  Companion ATKey to Windows

. If there is no any fingerprint enrolled, LED turns to

WHITE. (Windows Hello login)

*  If there are any enrolled fingerprints, LED is GREEN *  Search “ATKey” or “AuthenTrend” from

flashing, please verify enrolled fingerprint to start Windows Store to find the app, download and

L8 Tablet mode

Hi  Muttitasking

enrolling new finger. 7 install.
S8 brojectng o b PO Windows specifications ATKey for Windows
*  Put your specific finger on sensor, touch and lift your 7 e —
y p g ! y M Clipboard % %/ a
finger (LED is WHITE flashing, LED shows Green or Red by *‘°° G
fingerprint touching, from slow to faster), repeat it more R
. . th 42 . ATKey for Windows
than 12 times till LED shows Cyan (13™ time), then your * If you are NOT Windows 10 build 1903 or later
fingerprint is enrolled. versions (Mac, Chromebook, Linux, ....), you can do : E
* If you want to quit from standalone enrollment, click standalone enrollment, or using Chrome Canary to s Jump to “ATKey for Windows” for the detail

button once, LED will turn to Blue, back to normal state. enroll and manage fingerprints.



https://www.youtube.com/watch?v=uoSf_B9hTY8

HK'EY pro | Windows Settings (OS build is 1903 or later version) — Enroll Fingerprint

Windows Settings => Account => Sign-in Options => Security Key => Add “PIN Code’ and Enroll *“Fingerprints™

Settings

Network & Internet

Fi, airplane mode

Accounts

Your accounts, email, sy

amily

Accounts

= Your info

Email & accounts

Sign-in options

Access work or school

Family & other users

Sync your settings

ne,

& Settings

@ Home

Sign-in options

Find a setting

Manage how you sign in to your device

Accounts

Your info
Email & accounts
Sign-in options
Personalization |
Background, lo en, colors = defaults, optional Access work or school
Family & other users

Time & Language Sync your settings

Speech, reqi te

Your info

Touch your security key.

Administrator

Billing info, family settings, subscriptions, security settings, and
more

Select a sign-in option to add, change, or remove it.
Windows Hello Face

Th tion is currently unavailable—click to learn more

Windows Hello Fingerprint

Sign in with your fingerprint scanner (Recommended)

Windows Hello PIN

Th tion is currently unavai
Security Key
Sign in with a physical security key

Manage a physical security key that can log you into
applications.

Click “Manage”,
fingerprint sensor to setup.

:Fi Security Key Fingerprint

Personalize your security key

Security Key PIN
Creating a PIN for your security key helf ~ Set up a security key PIN

Add

Reset Security Key

Remove everything from this security ke
factory settings

Reset

e Setup “Security Key

% Security Key Fingerprint

Personalize your security key

Add another Remove

i Security Key PIN

Creating a PIN for your SEUEEERSEEIEE=E]
secure

Change
Reset Security Key

Remove everything from
factory settings

Reset

Touch the fingerprint sensor

Repeatedly lift and rest your finger on the s¢
of your device until setup is complete.

Fingerprint”

Type-in PIN code, following
screen hint to enroll
fingerprint til “All Set!”

Al set!
Use your fingerprint the next time you want to unlock your
device.

Cancel

Add “Security Key PIN” first; this PIN
code will write into ATKey.Pro.

Cancel




f?‘\. KlEyJ’n' | Windows Settings (OS build is 1903 or later version) — Reset Key

Windows Settings => Account => Sign-in options => Security Key => Reset Security key (Delete PIN code and erase all fingerprints)

Mo leha et X Windows Hello setup X

D) Security Key Fingerprint

Personalize your security key

Add another Remove

it Security Key PIN

Creating a PIN for your security key helps keep you
secure

Change

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset Security Key

The security key will be reset to factory settings. All data and
credentials on this key will be cleared.

Sanee!

Click “Process”

Reset Complete.

1. Cyan LED is flashing Blue LED is flashing

2. Remove ATKey.Pro and re-insert to Remove ATKey.Pro and re-insert to
USB port USB port

3. Cyan LED is flashing Blue LED is flashing

4. Touch by any finger to reset or Touch by any finger to reset or

cancel it - please make it done
(Reset) within 10 sec

cancel it - please make it done
(Reset) within 10 sec



EKIEY.PM | App “ATKey for Windows” — Enroll Fingerprint

* Launch “ATKey for Windows” app (version 2.0.57.0 or later version)
* Click “Add and Register ATKey” — please make sure ATKey.Pro inserts to USB port and LED shows blue ON

ATKey for Windows 3/4 Enroll your Fingerprint 3/4 Enroll your Fingerprint 3/4 Enroll your Fingerprint

= O ' 32% ' 100%

Bluetoath

@ oo
Now discoverable a5 "DESKTOP-233KLMO" m m

Registered ATKey

Add an ATKey

Verify enrolled fingerprint to confirm

ATKey pro-01C00037 gz, ol

\ - o X
@ ® ATKey for Windows @ @
2/4 Enter a name of the ATKey.pro-01C00037
Click to refresh the page . Add and Register ATKey
Bluetooth
@ o ATKey.Pro fingerprint enrolled and
Now discoverable as "zSamsung-Notebook9-Pen” regISter for management by app
, _______________________________ ~
. | i |
Default name is -: ATKey.Pro + Keycode : Registered ATKey :
=l : . ATKey.pro-01C00037 o<t @ @ O X ]




EKIEY.PM | App “ATKey for Windows” — Key Management

° ATKey management — information, rename

ATKey for Windows

©® O

Add and Register ATKey

Bluetooth

@ on

Now discoverable as "zSamsung-Notebook9-Pen”

Registered ATKey

: - ATKey.pro-01C00037 e (1e0)

ATKey.pro-01C00037 Configuration X
ATKey.pro-01C00037 Information

(1) ATKey information
- Firmware: 1.00.02 « | Firmware Version
ira Rename ATKey Battery:  --- %
{ I Upgrade Firmware S/N: . 01co0037 =l Keycode
( (5’ ) Companion with Windows




HK':YJJW | For Non-Windows Users /1

If you are using non-Windows 10, or your Windows 10 is earlier than build 1903
*  Enroll fingerprint into ATKey.Pro via
* Standalone Enrollment
*  Or Chrome Canary (https://www.google.com/chrome /canar

@ i Privacy and security
o &% Settings Send a "Do Not Track" request with your browsing traffic

earance
&< > C ® Chrome | chr App
Allow sites to check if you have payment methods saved
iii Apps % Bookmarks [EF Good ESachSoghe
Preload pages for faster browsing and searching

Default browser . . i
Uses cookies to remember your preferences, even if you don't visit those pages Manage fingerprints

Settings
On startup To continue, insert and to
Manage certificates
Manage HTTPS/SSL certificates and settings
You and Google Advanced

Manage security keys
&€  Languages Cancel
Autofill Reset security keys and create PINs

Privacy and security User presence needs

- touch dongle by any finger

Appearance
Settings
Search engine

2 You and Google < Manage|security keys
Default browser
Autofill
Create a PIN

Protect your sdcurity key with a PIN (Personal Identification Number)

On startup
Privacy and security

Manage fingerprints

Sign-in data
View and deletf sign-in data stored on your security key
\ 4

Enter the PIN for your security key. If you don't know the PIN, you'll need to reset

the

Search engine

Extensions

E
Q
Advanced @  Appearance
Q
=]

Default browser Fingerprints
Add and delete fingerprints saved on your security key

About Chrome 0}

On startup
Reset your security key

Advanced This will delete all data on the security key, including its PIN Cancel m
From “Settings™ =>

“Privacy and security” S Assign PIN code into the key



https://www.google.com/chrome/canary/

A

KlEYJ:Im | For Non-Windows Users /2

* If you are using non-Windows 10, or your Windows 10 is earlier than build 1903
*  Enroll fingerprint into ATKey.Pro via
* Standalone Enrollment
*  Or Chrome Canary (https://www.google.com/chrome /canary/)

Add fingerprint

Add fingerprint

Manage fingerprints

Fingerprints on this security key

@ FPID#2D7DE

FPID#37474

*  Click “Add” to fingerprint (enroll new
finger)

Add fingerprint
° Here lists enrolled fingerprints with
assigned names

Enroll fingerprint till it’'s done

Add fingerprint

Enter a name for this fingerprint

Name

FPID#4A2F1

Assign the name of the enrolled fingerprint

12


https://www.google.com/chrome/canary/

A

KlEYJ:Im | For Non-Windows Users /2

* If you are using non-Windows 10, or your Windows 10 is earlier than build 1903
*  Enroll fingerprint into ATKey.Pro via
* Standalone Enrollment
*  Or Chrome Canary (https://www.google.com/chrome /canary/)

Add fingerprint

Add fingerprint

Manage fingerprints

Fingerprints on this security key

@ FPID#2D7DE

FPID#37474

*  Click “Add” to fingerprint (enroll new
finger)

Add fingerprint
° Here lists enrolled fingerprints with
assigned names

Enroll fingerprint till it’'s done

Add fingerprint

Enter a name for this fingerprint

Name

FPID#4A2F1

Assign the name of the enrolled fingerprint

13


https://www.google.com/chrome/canary/

f%‘ KIEy_pm | App “ATKey for Windows” — Windows Hello

* ATKey management — Companion with Windows (Windows Hello login via CDF)
* If your Windows 10 joined Azure AD, please ignore this page since FIDO2 supports Azure AD login.

ATKey for Windows P ATKey.pro-01C00037 Configuration X GUIde!Ines for Wmdgws He”O'
() @ (i) e Windows Unlock with Windows Hello
! ATKey information companion deVIces.
Add and Register ATKey . How to Enable or Disable users to use
L Rename ATKey Companion device to sign in to Windows
Bluetooth 1_0
@D o t Upgrade Firmware * Enable or disable Domain users to sign in
Now discoverable as "zSamsung-No .
b Windows 10
Registered ATKey @ Nﬂte
d - | ATKey.pro-01C]

The API for the Windows Hello companion device framework is deprecated in Windows 10, version 2004
and later.

1/2  Verify enrolled Finc

o | So, we won’t continue support this feature due to it’s relative to your OS build and also environment!!

Please put your finger on ATKey to verify . - . . . .
Windows CDF needs authorization by your fingerprint. Pl vs ATKey.card-0180006B companioned with this PC.
H

1/2  Verify enrolled Fingerprint

* Typein “Windows Hello PIN” to allow '
the companion; L < a LED %
* Some Corp. or Org. may disable this group
RS policy by IT Admin, if you saw the This icon means it’s a companion key for
message, please contact your IT. Windows Hello via CDF (Companion

Cancel

Device Framework)

14


https://docs.microsoft.com/en-us/windows/uwp/security/companion-device-unlock?redirectedfrom=MSDN
https://www.tenforums.com/tutorials/107347-enable-disable-sign-windows-10-using-companion-device.html
https://www.tenforums.com/tutorials/80520-enable-disable-domain-users-sign-pin-windows-10-a.html
https://docs.microsoft.com/en-us/windows-hardware/design/device-experiences/windows-hello-companion-device-framework

f%\IKIEY.Pm | App “ATKey for Windows” — Add/Delete Fingerprints

° ATKey management — Add /Delete fingerprints, fingerprint sensor calibration

ATKey for Windows

Add and Register ATKey

Bluetooth

@ o

Now discoverable as "zSamsung-Notebook9-Pen”

Registered ATKey

: . ATKey.pro-01C00037

@ ® @ Fingerprint
( -i- ) Add Fingerprint
> [ )T( |

Delete all Fingerprint

( #‘ ) Calibrate Fingerprint Sensor

1/2 Enroll your Fingerprint

Enroll new fingerprint in by ~12 times touch,
following Ul message; up to 10x fingerprints

Delete All Fingerprint(s)

1 fingerprint is enrolled.
Are you sure to delete?

Here will delete all enrolled fingerprints, “OK”
to delete them
It needs Windows PIN code to authorize.

Calibrate Fingerprint Sensor

Click "OK" to re-calibrate Fingerprint sensor!

Please DON'T touch Fingerprint sensor during
calibration!

If you feel something wrong of fingerprint,
doing Calibration to re-calibrate the sensor
Don’t put your finger on during calibration; LED
will be WHITE flashing then back to Blue

15



;?\lKIEY.Pm | ATKey for Azure AD Passwordless Login (Admin-Backend)

Does your company /org. license Azure AD?
If yes, does your authentication policy allow “add method” including “security key”2
Please check below links to learn how to enable security key for Azure AD:

* Passwordless Security Keys
* Passwordless Windows 10
* Passwordless On-premises
* Passwordless authentication options — Security Key

A new Authentication methods blade in your Azure AD admin portal that
allows you to assign passwordless credentials using FIDO2 security keys and
passwordless sign-in with Microsoft Authenticator to users and groups.

O Search resources, services, and docs

Microsoft Azure

» Home > Wingtip Toys > ion methods - methad paliey (Preview)
+ G Authentication methods - Authentication method policy (Preview)
Wingtip Tays - Azure AD Security
*
«
o s ¢ Whew
= Manage Canfigure your users in the authentication methods policy to enable passwordless authentication. Once enabled, your users will be able to register these
B - - authentication methoeds and use them to sign in. To register, you'll need to ensure that any targeted user it enabled for the enhanced registration preview
B Autbantication m Pyl at User settings > Manage settings for access panel preview features.

] 7 Password protection

® METHOD TARGET ENABLED

@ FIDO2 Security Key 1 user, 1 group Yes

& sign-in All users Yes

. FIDO2 Security Key settings Vi
&

Save

L

L4

= ENABLE TARGET GENERAL

G Allow self-service set up

o USE FOR: . Add users and groups - -

= Signin >

@ * Strong Enforce attestation

Y e R

o Libby [opuona — v] KEY RESTRICTION POLICY

(0] Adam's work group [ EpHonl hdl Enforee key restrictions

) -a» -

Restrict specific keys
Add ARGUID

Updated capabilities in the converged Registration portal for your

users to create and manage FIDO2 security keys.

[ Wing(iprTcrays My Profile

A Overview

Security info

& Security info These are the methods you use to sign into your account or reset your password

B3 Organizations Default sign-in method: Microsoft Authenticator - notification Change

2 Devices -+ Add method
& Privacy @ Mcrosoft Authenticator
B Microsoft Authenticato

Add a method

Lost a device? Require sign in
Which method would you fike 1o add?

Security key

ot

16


https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key-windows
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key-windows
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless#fido2-security-keys
https://docs.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-enable#enable-new-passwordless-authentication-methods
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-enable#user-registration-and-management-of-fido2-security-keys

A

KlEy,Pm | ATKey for Azure AD Passwordless Login (Client)

User registration and management of FIDO?2 security keys

1. Browse to https://myprofile.microsoft.com

2.  Signin by ID/Password or app
3.  Click Security Info
. If the user already has at least one Azure Multi-Factor
Authentication method registered, they can immediately register a
FIDO2 security key.
. If they don’t have at least one Azure Multi-Factor Authentication
method registered, they must add one.
4. Add a FIDO2 Security key by clicking Add method and choosing Security
key
5. Choose USB device or NFC device
6.  Have your key ready and choose Next
7. A box will appear and ask you to create /enter a PIN for your security
key, then perform the required gesture for your key either biometric or
touch.
8.  You will be returned to the combined registration experience and asked
to provide a meaningful name for your token so you can identify which
one if you have multiple. Click Next.

9.  Click Done to complete the process

(= Settings

@ Home Access work or school

Find a setting 0o |

Accounts Get access to resources like email, apps, and the network.
Connecting means your work or school might control some things
on this device, such as which settings you can change. For specific

2=  Your info info about this, ask them.

X Email & accounts Connect

-

@, Sign-in options
Connected to TestAD's Azure AD

Connected by sunpc29@ATtestAD1234.onmicrosoft.com
B4 Access work or school

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

I tﬁmall address

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Azure Active Directory

Join this device to a local Active Directory domain

17


https://myprofile.microsoft.com/

A

KlEYJ:Im | ATKey for FIDO 2 Online Login

Passwordless login Microsoft account by security key:

*  For Password-less login to Microsoft account - Windows 10 build 1809 or later version via Edge/Chrome browser, USB mode:

*  You can login to add ATKey.Pro as security key for your Windows account from here: https://account.microsoft.com/account

*  Login by ID/Password first
*  Step by step to setup security key
1) Click “Security” from banner bar

2) Click “more security options” from bottom

3) From “Windows Hello and security keys” section, click “Set up a security key”

4) Touch your enrolled fingerprint to verify

Windows Security
Making sure it's you

Web site login.microsoft.com wants to create a credential for
ztesthuang@outlook.com

i

Take action on your security key.

Cancel

5) Fingerprint matched, type in name of the key (default name following keycode)

Set up your security key
Have your key ready

E' USE device m NFC device

To use a USB security key, when prompted, plug it into your USB port. Then touch the gold circle or button if your key has
one when prompted for follow up action.

m =

For detailed instructions on how your keys should be connected, please visit your key manufacturer's website.

Set up your security key

Name your new security key

Hint: Name it so you'll know later which key this one is.

| ATKey.card-0180007F

Next

18


https://account.microsoft.com/account

A

KlEYJ:Im | ATKey for FIDO 2 Online Login

You can find all your registered keys, click “Manage your sign-in methods”

Manage your sign-in methods

NAME SIGN-IN METHODS ADDED ON LAST USED

ATKey.card-0180007F ﬁ Security key 1/16/2019 &40 AM 1/16/2019 8:40 AM

Sign-out to logon by security key (password-less)

Windows Security

Select credential

=E Microsoft =. Microsoft

Web site login.microsoft.com needs to verify your identity

i R z huang
fo contre to Microsoft Snare

ztest. huang@outlook.com

Windows Security

Making sure it's you

Microsoft

Web site login.microsoft.com needs to verify your identity

8

ztest.huang@outlook.com

Take action on your security key.

Cancel

| hcf1970@outlook.com

Use a security key
Canes!




EKIEY.PM | ATKey for Other FIDO enabled Services

° ATKey.Pro is FIDO2 certified, it can be a security key for 2nd factor authentication.

Google Gmail @Google Youlfl

“ GitHub Z FastMail $3 Dropbox

https: / /fidoalliance.org /certification /fido-certified-
products/2appSession=8YT7Z25VODOH6M41 OQG26 WI22NOF6D5MFOW 19F5854
50ZWKJPBOH5XMB874A6596S8432G491GGF12B5Y7PIAMGPKRO9S5G27Z3Q2T0
FLKR1C5445079DOTNWZFP8714Q

But, Chrome browser only

certified server here:

Google:
Turn on 2-Step Verification,
https://support.google.com/accounts/answer/185839?co=GENIE.Platform%3

(e.g.) Google account — add ATKey.Pro as security to Google account:

Security Key (Default) @

Last used: May 2, 3:43 PM
Chrome on Mac

DDesktop&hl=en
Use a security key for 2-Step Verification,
https://support.google.com/accounts/answer/6103523?co=GENIE.Platform%

3DAndroid&hl=en
Facebook: https://www.facebook.com /help/148233965247823
Gitlab: Enable 2FA via U2F device,
https: / /docs.gitlab.com/ee /user /profile /account /two factor authentication.html
Salesforce:
https: / /help.salesforce.com/articleView2id=security u2f enable.htm&type=5
Dropbox: https://help.dropbox.com/teams-admins/team-member/enable-two-step-
verification

ADD SECURITY KEY

Choose your security key

‘You can choose to use a Bluetooth security key, USB security key, or

the security key built in to your device. Learn more

a Samsung Galaxy Note8
Last used: June 27, 8:12 PM

Built-in security key

myaccount.google.com

See the make and mod,

CANCEL

E| ATKey-38C (Added: May 2, 3:35 PM) /'

Have your Security Key?

Make sure your key is with you, but not connected to your computer.

Insert ATKey.Pro
into USB port

CANCEL  NEXT

Security Key registered

Your Security Key is registered. From now on, you'll use it to sign in
with 2-Step Verification.

Security Key name

ATKey.Pro-3C

DONE

Touch your securit

Touch enrolled [/

fingerprint to verify

20


https://fidoalliance.org/certification/fido-certified-products/?appSession=8YT7Z25V0DOH6M41OQG26WI22N0F6D5MF9W19F58545OZWKJPBOH5XMB874A6596S8432G491GGF12B5Y7PIAM6PKR09S5G9Z3Q9T0FLK91C5445079DO1NWZFP8714Q
https://support.google.com/accounts/answer/185839?co=GENIE.Platform%3DDesktop&hl=en
https://support.google.com/accounts/answer/6103523?co=GENIE.Platform%3DAndroid&hl=en
https://www.facebook.com/help/148233965247823
https://docs.gitlab.com/ee/user/profile/account/two_factor_authentication.html
https://help.salesforce.com/articleView?id=security_u2f_enable.htm&type=5
https://help.dropbox.com/teams-admins/team-member/enable-two-step-verification

f?\ KlEij | ATKey for Google Account

* (e.g.) Google account — login via ATKey.Pro

Google Google
. Windows Security X
HiU2F Making sure it's you 2-Step Verification
2f.authentrend@gmail. v . - . .
@ u2fauthentrend@gmail.com Please sign in to google.com. This extra step shows it's really you trying to sign
in
Enter your password This request comes from Chrome, published by Google LLC.
u2f.authentrend@gmail.com v in!
[ ........ | T ® o Done and Login! . ‘
] If you want to login your google account with

ATKey.Pro later, please uncheck “Don’t ask
again on this computer” (default is checked).

But if you checked and login, but you want to

use ATKey.Pro as 2" factor to login again,
please revoke all “device you trust” as below:

Touch your security key.

Forgot password?

1st factor: ID and password still 2nd factor: verify your enrolled fingerprint
You're all set

[ Donit ask again on this computer

Devices that do not need a second step

You can skip the second step on devices you Trust, such as your own computer.

Devices you trust
Lo

Revoke trusted status from your devices that skip 2-Step Verification.

REVOKE ALL




| Fingerprint Highlights

‘

Up to 10x fingerprints, when it’s full (10x fingerprints), user can’t enroll new fingers in.

For new fingerprint enrollment, it always needs authorization from enrolled fingerprints (verify by
enrolled fingerprint first).

“template”.

For fingerprint enrollment, users need to touch sensor continuously around 12 times to complete the

Following FIDO?2 spec., adding PIN code into ATKey.Pro is preferred; user can add PIN code into
ATKey.Pro through Windows Settings (1903 or later builds) or adding from ATKey for Windows
(2.0.58.0 or later version).

Following FIDO?2 spec., it allows 3 times continuous failure during one “cycle” (LED will be static RED),
user needs to remove the dongle from Host and re-insert for another cycle; if it fails 5 cycles
continuously, Key will be locked; user can reset it manually.
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(ertification

In recognition of Authentrend’s achievement of FIDO2® Certification

Company: Authentrend

Product: ATKey.Pro

Specification: FIDO2

Specification Version: 2.0 (2018-07-02)
Implementation Class: Authenticator

Level: L1

Functional Policy Version: 1.3.7
Authenticator Policy Version: 1.1.1
Security Requirements Version: 1.3
Interoperability Date: September 10, 2019
Conformance Self-Validation Date: September 9, 2019

VQ Approval Date: October 8%, 2019
Derivative: No
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f'ﬂ d O FID0O20020191008001

Source Certificate(s): N/A
CERTIFIED Issued

October 8", 2019
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THANK YOU!

D www.authentrend.com N contact@authentrend.com § AuthenTrend IN AuthenTrend
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